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Approval and Issuance of FIPS 140-3

FIPS PUB 140-3

The 3rd version of FIPS 140 has been Slg ned by the U.S. FEDERAL INFORMATION PROCESSING STANDARDS
CO m m e rce Secretary! (Supersedes FIPS PUB 140-2)
SECURITY REQUIREMENTS FOR CRYPTOGRAPHIC
MODULES

FIPS 140-3, "Security Requirements for Cryptographic

Modules’" was approved on MarCh 22’ 2019 and announced CATEGORY: INFORMATION SECURITY SUBCATEGORY: CRYPTOGRAPHY
In the Federal Register on May 1, 2019.
FIPS 140-3 supersedes FIPS 140-2. S e

This publication is available free of charge from
htips://doi.org/10.6028/NIST.FIPS.140-3

Key Dates:

*Takes Effect: 9/22/19 e
New Testing Begins: 9/22/20 S
*140-2 Sunset: 9/21/21 %
*140-3 Mandated: 9/22/21

March 22, 2019

U.S. Department of Commerce
Wilbur L. Ross, Jr., Secretary

National Institute of Standards and Technology
Walter Copan, NIST Director and Under Secretary for Standards and Technology

https://csrc.nist.gov/News/2019/approval-and-issuance-of-fips-140-3
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m Description of Requirement

Al~* The device uses tamper-detection and response mechanisms that cause it to become immediately
inoperable and result in the automatic and immediate erasure of any sensitive data that may be
stored in the device, such that it becomes infeasible to recover the sensitive data. These mechanisms
protect against physical penetration of the device. There is no demonstrable way to disable or defeat
the mechanisms and access internal areas containing sensitive information without requiring an attack
potential of at least 26 per device for identification and initial exploitation, with a minimum of 13 for
initial exploitation.

B5+* The device provides secure interfaces that are kept logically separate by distinguishing between data
and control for inputs and also between data and status for outputs.

FIPS 140-2 Requirements

Some requirements in this manual are derived from requirements in Federal Information Processing
Standard 140-2 (FIPS 140-2). These requirements are identified in this document with an asterisk (*) in
the number column.

Security ®
Standards Council

Payment Card Industry (PCI)

Because many FIPS 140-2 evaluations only cover a subsection of the HSM and with a number of

possible security levels, existing evaluation evidence for an HSM certified against FIPS 140-2 will be PIN Transaction Secu rity (PTS)
assessed as follows. Hardware Security Module (HSM)
The evaluator will establish:
* The HSM components that were evaluated; Modular Security-Requirements Version 3.0
» The security level of the evaluation; Eﬁﬁﬂéﬁéﬁi&ﬂ‘ﬁ*ﬂ}ﬁ
*  That the existing FIPS certification covers the full HSM functionality for all the related 2019.5.107 g 1O TOn T OB e 11

requirements.



WebTrust X CAFAIBRIZ £ &K

# Criterion Ref
11 | The CA maintains controls to provide reasonable assurance that: 5.2.2,
* CA private keys are protected in a system or device that has been validated 6.2, 6.2.7

as meeting at least FIPS 140[-2] level 3 or an appropriate Common Criteria
Protection Profile or Security Target, EAL 4 (or higher), which includes
requirements to protect the Private Key and other assets against known threats;

* CA private keys outside the validated system or device specified above are
protected with physical security, encryption, or a combination of both in a
manner that prevents disclosure of the private keys;

* CA private keys are encrypted with an algorithm and key-length that meets
current strength requirements (2048-bit minimum);

* CA private keys are backed up, stored, and recovered only by personnel in

trusted roles using, at least, dual control in a physically secured environment;

and

physical and logical safeguards to prevent unauthorized certificate issuance.

ERRRZLMEQITERADE

2019.5.107 Lo
12

WEBTRUST PRINCIPLES AND CRITERIA FOR CERTIFICATION AUTHORITIES — SSL BASELINE WITH NETWORK SECURITY Version 2.3
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FIPS 140-2

FIPS cryptographic modules
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MIP :
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Validated :
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