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BREZMARZMN A ONE

1 SeHE

APRUENLE T 5T PRI %0 Al 59 8 6 55 A% B1 2L 2% A% N7 4 10 . il 3 1 4 05 7 T 428 11 1) R 80 B0
WAL SR s OB 1 A BR
A o o SE P T BE A B B R it ) A A AP R

2 HEMSIAXH

T A S XS T AR UE B B AT P H A 51 SO AU B A RROAS TS T A
SCHE . JURASTE B AR 51 SO o OAS CRLEE BT A 1948 o0 B0 318 A SO,

GM/T 0006 6% 1 FH ARG

GM/T AAAA  SM2 %5 f % e fdi F 3

w

RIFEME X

PLR AT FE SGE T AR

B F  application
BLEE A A% B AR B BRI SO ) — Rl 25 4 B ik Sr A A PR A B

X2 container

BB BL A T ORAE 5 B T 3] 23 ) O — P A B s )

& device

AR R R B I P RL BERR N 7

%% INIE  device authentication

B RE B B AL T N IR PP B TAIE

Z&INEZ4SE  device authentication key
FHT B IR % 5 .

BEIRZE  label
WA B 24 AT LA B P A7 5 8 A7 i T i a8 B

HEXF5  message authentication code; MAC
THE SR
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3.8
I2 53 PIN administrator PIN

5
HG I H 4O ASCIT 745 e

it

3.9
F P PIN user PIN

a4, ASCIH F4F &,

4 FRBEIE
T3 45 W5 E T A
API W 4 #2422 0 (Application Programming Interface)
PKI N E I E (Public Key Infrastructure)

PKCS#1 BB P AR E R ARG Th 28 1 A3 L RSA 28 T %85 51 58 1 %85 0 2 44 Bl
(the Public-Key Cryptography Standard Part 1)

PKCS#5 O8RS AR E R AN RIS T A 5 R A R R — B R N A TR A R 1 A 0
AN 8% 44 BB ) 7 1 (the Public-Key Cryptography Standard Part 5)

PIN N A G IR (Personal Identification Number)
MAC H B 2 51 (Message Authentication Code)
5 iR

B RE B B AL A I 1 TR R A AT RL Y AR S e Z )L A 1 R

B e T 1 e R AR R
J
5 il T 1 M T T B 1
|
B e TR A IR E)
4 U |
&1 B2 | e Bam

Bl #0ENAEXXRHRHME

5.2 BEHWN AL
— B AR B A IR B F R 22 A R L I Z IR AR B S . o B AR A A AN A 2 PR .
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%Eﬁ PIN AS AS
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®1 BEXRHEXE

KA R i AR X
INTS AA5'5 8 hi A
INT16 55 16 [ 8
INT32 B 1S 32 [ gk
UINTS TR 8 i B4
UINT16 TorF5 16 %L
UINT32 TAF5 32 AL
BOOL i /R 26 %), it {6 TRUE 8 FALSE
BYTE FAWRM,XHFE S B typedef UINTS BYTE
CHAR TR, TS 8 AR typedef UINT8 CHAR
SHORT HRECA TS 16 4 typedef INT16 SHORT
USHORT Tf55 16 A3 typedel UINT16 USHORT
LONG KR A 1S 32 I typedef INT32 LONG
ULONG KA, A5 32 i AL typedef UINT32 ULONG
UINT TAF5 32 fir %k typedef UINT32 UINT
WORD FERA, TS 16 (75 typedef UINT16 WORD
DWORD W, TEfF B 32 o 2B typedef UINT32 DWORD
FLAGS bR, 5 32 1 AL typedef UINT32 FLAGS
LPSTR ST BB UTES B | el CHAR » LPSTR

fith e 52

HANDLE AR AR AT B E X R R MR b IE | typedel void * HANDLE
DEVHANDLE B Al typedef HANDLE DEVHANDLE
HAPPLICATION N A A typedef HANDLE HAPPLICATION
HCONTAINER EoE Rk ] typedel HANDLE HCONTAINER

6.3 BEEX

BOUE bR RE T 7EFLTE TP R )R E e A BUE
B BRI E LWFE 2 Fis,
®2 EEEX
(g BoE i R
TRUE 0x00000001 A JRAE N B
FALSE 0x00000000 i RAE AR
DEVAPI _stdcall _stdcall sRZCH 7 X

4
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r 2 (&)
g4 WBofE i
ADMIN_TYPE 0 &30 5 PIN 267
USER_TYPE 1 FA P+ PIN 2 #
6.4 EG5HERB
6.4.1 RgA
a)  ZEHIE X
typedef struct Struct_Version{
BYTE major;
BYTE minor;
} VERSION;
by BAETHE RS W 3.
z3 HREAEX
B304 T Byl B % bae
major BYTE EhAE FERRA S HIRIRA S L. "5 B 0 Version 1. 0, F A SR 1,
minor BYTE R WA S 03 Version 2. 10, FIAS K 2, A5 N 10,

6.4.2 &BEER

a) RAE XL
typedef struct Struct_ DEVINFO({

VERSION Version;

CHAR Manufacturer[ 64 ];
CHAR Issuer[ 64 ];

CHAR Label[ 32];

CHAR SerialNumber[ 32 ];
VERSION HWVersion;
VERSION FirmwareVersion;
ULONG AlgSymCap;
ULONG AlgAsymCap;
ULONG AlgHashCap;
ULONG DevAuthAlgld;
ULONG TotalSpace;
ULONG FreeSpace;
ULONG MaxECCBufferSize;
ULONG MaxBufferSize;
BYTE Reserved[ 64 ];

yDEVINFO, *« PDEVINFO;

[$2]
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b B AEmi RS WK 4.
x4 EREEHER
H 3 T 590 =X % *
Version VERSION fi A 5 BRI IA S AL A S 1.0
Manufacturer CHAR ¥4 | &%) HfEER PLNO” 45 A5 19 ASCIT 545 Hh
Issuer CHAR ¥ | %17) BifE B PLNO” Ry &5 HAF 1y ASCIL 575 e
Label CHAR ¥4 | &% PLNO” R &5 AT 19 ASCIT -4 Hh
SerialNumber CHAR ¥4 | 3% PLNO” S 85 A5 11 ASCIL 2 4% Hf
HW Version VERSION Ve 7% T 1 i A
FirmwareVersion VERSION e 45 A B [ A
AlgSymCap ULONG A 41 B R R BRI
AlgAsymCap ULONG Al X k2 0 AR 9 A 1R
AlgHashCap ULONG N 2 B AR R
DevAuthAlgld ULONG ﬁ;%; PAE G T 7 21 85 5 5 ik
TotalSpace ULONG RE- I e N
FreeSpace ULONG JH PRI s ] K
MaxECCBufferSize | ULONG Befg Lb 3 i) ECC 25 504 A/
MasBufferSize RE fi% b FE 14 43 4138 5 R 4 2 A
OEEITPNAN
Reserved BYTE REY R

6.4.3 RSA NEAEIELEM

typedef struct Struct_ RSAPUBLICKEYBLOB({

ULONG AlglD;
ULONG BitLen;

BYTEModulusl MAX_RSA_MODULUS_LEN J;

BYTEPublicExponentf MAX_RSA_EXPONENT_LEN];
} RSAPUBLICKEYBLOB, * PRSAPUBLICKEYBLOB;
MAX_RSA_MODULUS_LEN N8 R H A KK
MAX_RSA_EXPONENT_LEN A& EEH R KK E,

b) KTk S 0L E 5.
R 5 RSARNPHIBELEW
B4 T 2T =94 % *
AlgID ULONG HERiRS
BitLen ULONG BB SEPR A K BE | 202 8 B A4k

6
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% 5 (&)
Bt ot R BX #® IF
FBR I BitLen/8 545
Modulus BYTE ;41 B n=p+q # define MAX_RSA_MODULUS_LEN 256
# define MAX_RSA_EXPONENT_LEN 4
PublicExponent BYTE#8# | AIF#HH e — A 00010001

6.4.4 RSA FASAEUIES

a) ZRAE X

typedef struct Struct_ RSAPRIVATEKEYBLOB{

ULONG
ULONG

AlglD;
BitLen;

BYTEModulusf MAX_RSA_MODULUS_LEN J;
BYTEPublicExponentf MAX_RSA_EXPONENT_LEN|;
BYTEPrivateExponentl MAX_RSA_MODULUS_LEN J;
BYTEPrimel MAX_RSA_MODULUS_LEN/27;
BYTEPrime2[ MAX_RSA_MODULUS_LEN/2];

BYTEPrimel Exponent] MAX_RSA_MODULUS_LEN/2];
BYTEPrime2Exponentf MAX_RSA_MODULUS_LEN/2];

BYTECoefficientt MAX_RSA_MODULUS_LEN/2];

} RSAPRIVATEKEYBLOB, % PRSAPRIVATEKEYBLOB;
MAX_RSA_MODULUS_LEN & RSA B EMBE AR KK E;

by B I A 2 LR 6

& 6 RSAFASHBUIRESEW

H 4 it By =94 % I

AlgID ULONG HERIRS

BitLen ULONG PR Y S R o7 K B2 WA 8 HAEEL

Modulus BYTE % #H B n=p=xq S FR K BE 4 BitLen/8 F
PublicExponent BYTE %41 WHEH e — B>k 00010001
PrivateExponent BYTE %t 4 AW SRR BE R Bitlen/8
Primel BYTE %41 Z8¥p SR B N BitLen/16 575
Prime2 BYTE %t 4 EH q SR B BitLen/16 S5
Primel Exponent BYTE %41 d mod (p— 1) I1H SEFR BN BitLen/16 7747
Prime2Exponent BYTE %t 41 d mod (q— 1) Hy{H SEBRK S BitLen/16 £
Coefficient BYTE %41 q ML p T T S:BRK o Bitlen/16

6.4.5 ECC A$AHIELEH

a) P XL
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typedef struct Struct_ ECCPUBLICKEYBLOB{

ULONG BitLen;

BYTEXCoordinatel ECC_MAX_XCOORDINATE_BITS_LEN/8];

BYTEYCoordinatel ECC_MAX_YCOORDINATE_BITS_LEN/8];
}ECCPUBLICKEYBLOB, % PECCPUBLICKEYBLOB;
ECC_MAX_XCOORDINATE_LEN f ECC & X A fri i KK ;
ECC_MAX_YCOORDINATE_LEN Sy ECC & ¥ Y AR KK JE

by B A S AR 7.

R 7 ECCASAMIELEWN

B 4l 5 S A =98 % +
BitLen ULONG A 52 B 4K B WA 8 AR K
Pl S MY
XCoordinate BYTE %4 thek by X A pR # define

ECC_MAX_XCOORDINATE_BITS_LEN 512

YCoordinate BYTE #{4H

ek bRy Y A AR

A RR5  0 RAL
# define
ECC_MAX_YCOORDINATE_BITS_LEN 512

6.4.6 ECC FA$AEIIELEH

a)  ZEHIE X

typedef struct Struct_ ECCPRIVATEKEYBLOB{

ULONG BitLen;

BYTEPrivateKey ECC_MAX_MODULUS_BITS_LEN/8;
} ECCPRIVATEKEYBLOB, * PECCPRIVATEKEYBLOB;
ECC_MAX_MODULUS_BITS_LEN & ECC B KK,

by B I R 2 LA 8

*x 8 ECCFASAEIIESEM

By 0 2K B % E
BitLen ULONG BEE Y S PR BE DA 8 Ak
PRI
PrivateKey BYTE %41 A % # define
ECC_MAX_MODULUS_BITS_LEN 512

6.4.7 ECC ZEXHIELEM

a)  RHE X
typedef struct Struct_ ECCCIPHERBLOB({

BYTE XCoordinatel ECC_MAX_XCOORDINATE_BITS_LEN/8];
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BYTE YCoordinatel ECC_MAX_XCOORDINATE_BITS_LEN/8];
BYTE HASH[32];
ULONG Cipherlen;
BYTE Cipher[1];
} ECCCIPHERBLOB, * PECCCIPHERBLOB;
by E R IR S WK 9

£ 9 ECCEXHIEEW

B4l 1 %k A X & IE
XCoordinate BYTE %41 5y 41U IR i 2R 10 a5 (xa y)
YCoordinate BYTE %41 5 x 2 U 8] 2k bR (ke )
HASH BYTE %4 B SCHY 2 (i
CipherLen ULONG OB
Cipher BYTE %41 SR 52l KBl CipherLen

6.4.8 ECC &&ZHIELEW

a)  FARIE X
typedef struct Struct_ ECCSIGNATUREBLOB{

BYTE r[ ECC_MAX_XCOORDINATE_BITS_LEN/8];

BYTE s ECC_MAX_XCOORDINATE_BITS_LEN/8];
} ECCSIGNATUREBLOB, * PECCSIGNATUREBLOB;
ECC_MAX_MODULUS_BITS_LEN & ECC Rk M & KK ;
by E R AR 2 IR 10

& 10 ECCERBBIEEN

Ktz 1t % A X # E
r BYTE %4 AR v oy
s BYTE $41 ZRGRW s WY

6.4.9 HATWBSY

a)  RHE X
typedef struct Struct_ BLOCKCIPHERPARAM({
BYTEIVIMAX_IV_LEN];
ULONG IVLlen;
ULONG PaddingType;
ULONG FeedBitlen;
} BLOCKCIPHERPARAM, x PBLOCKCIPHERPARAM;
b) IR AR S IR 11
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X1 HDEFWSH
By 1 % W 2 X % E
IR 17 &, MAX_IV_LEN 4] 8 1k 1a] & 19 /& K
v BYTE %k 2 K
# define MAX_IV_LEN 32
IVLen ULONG BRI i ST PR B (e 1 iR
. WANTR.0 RRANHEFE. 1 XRLR PKCS#5 J5
PaddingType ULONG .
X ATHERE
FeedBitLen ULONG SR B o7 K B I 1 1580 4% OFB,CFB =t

6.4.10 ECC ZEZHATRIFEN

a) ZRAE XL

typedef struct SKF_ENVELOPEDKEYBLOB{

ULONG Version;

/) HRTRRA 1

ULONG ulSymmAlglD;

ULONG ulBits;

BYTE cbEncryptedPriKey[ 64 ];

[/ IV B A A

ECCPUBLICKEYBLOB PubKey;

ECCCIPHERBLOB

ECCCipherBlob;

[/ In s % A X AL 1 9 SC
/T xR 2 4
/)RR B T 4 6 o o 4 8 5

JENVELOPEDKEYBLOB, % PENVELOPEDKEYBLOB;
by BRI A S WA 12

® 12 MEZAMRPENSY

/) XERREE AR BRGE ECB 50

4 it ¥k M X &
Version ULONG WA A A Sy 1
ulSymmAlgID ULONG X BB R BRI WhJi Sk ECB A5t
ulBits ULONG i % A o ) B B A
Xof ARG 3k i 4 0 Jn 4 FL A
_ . Jn s FhBH B TR S EC- | HA RK B R B ST
cbEncryptedPrivKey BYTE %41

CPRIVATEKEYBLOB 4%
5 71 1Y PrivateKey,

(ulBits+7)/8

PubKey

ECCPUBLICKEYBLOB

Jin 28 25 A 0 28 41

ECCCipherBlob

ECCCIPHERBLOB

JIAR AP 2% 81 % 3L B4 %oF Bk
g1

6.4.11 XHBEH

a) ZRAE X

typedef struct Struct_ FILEATTRIBUTE{
CHARFileName[32];

10




GM/T 0016—2012

ULONG FileSize;

ULONG ReadRights;

ULONG WriteRights;
} FILEATTRIBUTE, * PFILEATTRIBUTE;
by HHE W A S AR 13,

* 13 XHEM
A0 751 S| B OX #® I
FileName CHAR ¥4 S 44 PLENO 5o ASCIT 45 8 e K K By 32
FileSize ULONG SCAE RN B SR 5 SISO RN
ReadRights ULONG UL FR TR 75 AR
WriteRights ULONG B AR B NSO B R AR

6.4.12 #UPREEH

PR R XS 0K 14,

x 14 MRER

WOR 2 i oM
SECURE_NEVER_ACCOUNT 0x00000000 AV
SECURE_ADM_ACCOUNT 0x00000001 P AR
SECURE_USER_ACCOUNT 0x00000010 JH P RLBR
SECURE_ANYONE_ACCOUNT 0x000000FF EREPN

6.4.13 EERE
RIS E XS WE 15,
R 15 BERS

[ S 7 NS A A
DEV_ABSENT_STATE 0x00000000 B AT AE
DEV_PRESENT_STATE 0x00000001 BT
DEV_UNKNOW_STATE 0x00000002 PSR AS 50

A B 8 B A AR 4R S R A B A o L P A WO O e RIS A RS B A

11
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PRAE IR A 1 B B T o iR B s 1 M o A AR R S R A . AT B R S eR BN R 16 TR

16 REEERINEH

I QA s B3] fig
SKF_WaitForDevEvent EAESNE SR e Nl
SKF_CancelWaitForDevEvent IBCTH S5 7 1 45 4 B =R
SKF_EnumDev & &
SKF_ConnectDev R
SKF_DisconnectDev K7 T 4 5
SKF_GetDevState FRICB A RS
SKF_SetLabel WERETE
SKF_GetDevInfo IV A5 B
SKF_LockDev B8 WA
SKF_UnlockDev it
SKF_Transmit 4% i A A i

7.1.2 HHFREEREEHS

BRI B i 7Y ULONG DEVAPI SKF_WaitForDevEvent(LLPSTR szDevName, ULONG % pulDevNamel.en,

ULONG * pulEvent)
I Re ik 2 PR BCSE  DA 4i A B R FH 1 . szDevName iR [a] & Az S5 40 1 355 24 K

SR szDevName [OUT [k FH M5 24K .
pulDevNamelLen LIN/OUT i A /i 5 280, >4 i A B 7R 22 o DK BE i o g
FORBRA LA KL K& AP RAT .
pulEvent LOUTJH 2R, 1 FRMEA L2 TR .
iR [E SAR_OK. Y .
HAth . FERA
T A PRCH B 2 bR R

7.1.3 BUHSEFREHREEH

PR B3 J 7Y ULONG DEVAPI SKF_CancelWaitForDevEvent()
Dined i 1 PR BUCBOH S i A R A SO S BR .

ZH
IR Al SAR_OK; B .
oAt - HERED
/T AR IEFE AT 1) SKF_WaitForDevEvent pfi %7 BV 7],

7.1.4 HEFEE

PR R ULONG DEVAPI SKF_EnumDev(BOOL bPresent, LPSTR szNamelList, ULONG x

pulSize)
12
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IREm L RABHAT R TR

S8 bPresent [IN]} TRUE £RE YAk & RSN FEMEZINE. N
FALSEZR /R BCY 13K 86 32 FF i a5 51 3% .
szNamel.ist [OUT k% 2. R iZS %88 NULL, ¥ /1 pulSize 18

8] Jir 5 S N A 25 [RL R/ . BN 1 44 FR AR S\ O 45 3,
PIBLNO” IR A R 45 L
pulSize LIN,OUT i A B 327 15 45 44 B 81 28 1Y 22 o XA 2 i o B 5%
7~ szNameList BT (5 B9 25 8] K/,
iR [AH SAR_OK; W,
HoAth - IR

PR 40 i ULONG DEVAPI SKF_ConnectDev (LPSTR szName, DEVHANDLE x phDev)
Ui re ik AT T A8 24 PRI B2 R A% AR TR A 1Y AT A
S5 zName [INT =& A.
phDev LOUT J3& [m] 35 % #AE AR
iR [ME SAR_OK; DR
HoAth . FEIRAD
7.1.6 BrFFiEE

¥R A  ULONG DEVAPI SKF_DisConnectDev (DEVHANDLE hDev)
DIRERE WO AR B TR

2 hDev  [IN I #5235 4 il [] A9 35 2 RO A
i [ {F SAR_OK: iR
Hifth - FE R
I WSRO BEBIUE - pRBON B e B B A . W I R R A IR N R i g AL FROIR S

7.1.7 REEHFERE

PR B3 7Y ULONG DEVAPI SKF_GetDevState(LPSTR szDevNameULONG % pulDevState)
LI RE i ik RIS BAFTERIRES .

S szDevName CIN] &2
pulDevState [OUT] iR 3% 5 IR 2
iR m{H SAR_OK: B .
HoAdy BRI,

7.1.8 REREHRE

BRBURE ULONG DEVAPI SKF_SetLabel (DEVHANDLE hDev, LPSTR szLabel)
UfgdiA AR SERE.

28 hDev LIND 38 4250 4 I 2z (0] B9 52 4 A0 A

szLabel CINJBE AR P . P AT H NN T 32 711,
i [m] {E SAR_OK: eI

Hoftb - BT .

13
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7.1.9 REE&HRFER

PR i 7
DIfefik

i [ {F

ULONG DEVAPI SKF_GetDevInfo (DEVHANDLE hDev, DEVINFO x pDevInfo)
ARIBE f BY — LEE AR A5 2 AR R A 48 ) RS B R IR AR

hDev [ TN 3 5150 6 I 2% (] ) 182 4 R0 A
pDevInfo [OUT iR [Fl 15 8 .

SAR_OK.: A,

Hotdy - FEIRAY

7.1.10 BiEEE

PR AR i AR
et ik
2

i [Bl i

7.1.11

]

B WS 5
I
|
S

it

7.1.12

i [l {F

i

ULONG DEVAPI SKF_LockDev (DEVHANDLE hDev, ULONG ulTimeOut)
BRAF B A B o AL

hDev [N 32 422 388 6 P ok [l ) 8 6 ) A

ulTimeOut  [INJE R I [E], A5 Z 8. W2y OxFFFFFFEF 28 TR Ff o
SAR_OK:  mi¥h.

oAt . FRIRAY

meiig e

ULONG DEVAPI SKF_UnlockDev (DEVHANDLE hDev)
RN B2 A 19 8 o5 18 AL

hDev [IN % 2 3 i B [l f) 2 46 A0 A

SAR_OK:  mi¥.

HoAh . BRI .

wEMER

ULONG DEVAPI SKF_Transmit (DEVHANDLE hDev, BYTE * pbCommand, ULONG ul-
CommandLen,BYTE % pbData, ULONG * pulDatal.en)

o H R RS PR A5 R,

hDev CIN 348 )4

pbCommand  [INJ& &2 .

ulCommandLen [IN]#4K .

pbData [OUT Jig [ml 5 R %5

pulDatalen  [IN,OUT] % A 27 45 5 K dh 22 b DK BE L i i I 2 78 285 21 B4 52 B
KE.

SAR_OK: A,

Hifts - BEIRAY

A BRECUR T s A

7.2 ipiEdEEl

7.2.1 iR

V7 )3 1) 32 B 58 i DA IE L PIN 545 AN 22 AR 2 A8 BRAF B A . U5 ) 42 ) R 21 R BN oy 17

14
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® 17 FiEEH R R

PR 45 U g
SKF_ChangeDevAuthKey 16 i £ A % 4
SKF_DevAuth & &N
SKF_ChangePIN B PIN
SKF_GetPINInfo A PIN i35 A
SKF_VerifyPIN ¥ 3 PIN
SKF_UnblockPIN fift 41 PIN
SKF_ClearSecueState T BR N % RS

7.2.2 EIEHFINEZH

PR 7Y

o) B i
2K

ks

ULONG DEVAPI SKF_ChangeDevAuthKey (DEVHANDLE hDev, BYTE * pbKeyValue,
ULONG ulKeyLen)

Cil a2 e INT R 35

hDev CIN % F2 ] 3 B 18 35 28 )4
pbKeyValue [IN #4811 .

ulKeylLen [IN]HEHKE,

SAR_OK: B

oAl - HEIRT

PR ZESR B AR IR P A A RERE A .

7.2.3 BHINE

PR Y

ULONG DEVAPI SKF_DevAuth (DEVHANDLE hDev, BYTE * pbAuthData, ULONG ul-
Len)
B TR S B 48 X6 N FH R P (R IAE . AIEsE FE 2 0 8. 2. 3,

hDev [IN 5% 22 i 3R [ 19 15 45 A
pbAuthData [IN A IEEE .

ullen LIN DA UEEcHE i K B
SAR_OK; B

HoAth FE R,

7.2.4 {&¥ PIN

PR 1Y

&

REfl i

W
£

ULONG DEVAPI SKF_ChangePIN (HAPPLICATION hApplication, ULONG ulPINType ,
LPSTR sz0ldPin, LPSTR szNewPin, ULONG % pulRetryCount)

VE FHZ R %] L& ok Administrator PIN F1 User PIN f1H .

TS5 PIN A5 15 S 35000 01 2 JUC 12 pR B2 3R (81 AR 13 PIN A5 (1 70 4% 7 a4, 24 7 4% Ik
ol 0 B, K% PIN T2 8148

hApplication LIN IR AT 4R

ulPINType [INJPIN 2.#1, 7] 4 ADMIN_TYPE 5 USER_TYPE,
szOldPin [IN]J& PIN {§,
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i [B1 i

szNewPin [IN]#r PIN fH.
pulRetryCount  [OUT |48 5 Bk vk %K.
SAR_OK. .

HoAth - FERAD

7.2.5 FREUPINER

T RE i ik

2R

i [ {8

ULONG DEVAPI SKF_GetPINInfo(HAPPLICATION hApplication, ULONG  ulPINType ,
ULONG * pulMaxRetryCount, ULONG #* pulRemainRetryCount, BOOL % pbDefaultPin)
P PIN 45 B, A3 45 e K HF U8 > w4 8 ik 850, DL R BT PIN RS2 45 ih T 38R
i\ PIN 14,

hApplication CINCJ R FH A4

ulPINType [INJPIN 241,

pulMaxRetryCount [OUT Ji KR E ik EL .

pulRemainRetryCount  [OUT 247 ¥ 4 # i &L, 24y 0 I 378 E BIAE .
pbDefaultPin [OUT /&4 R~ ) 2N PIN 14,

SAR_OK:  mi,

oAl - HERT

7.2.6 &R PIN

PR Y

=
pussiyd

i ik

W

%

i [ {8

ULONG DEVAPI SKF_VerifyPIN (HAPPLICATION hApplication, ULONG ulPINType ,
LPSTR szPIN, ULONG # pulRetryCount)

g PIN A%, AL 5 5 23 AR A5 AH WL A9 AR, 2 2R PIN 3 55 3%, 25 3% [m] PIN 4 f9 5 1l
B S E KR 0 B 378 PIN 0 2415,

hApplication CINR FH A4 o

ulPINType [INJPIN 2%

szPIN [INJPIN {§.

pulRetryCount  [OUT JHi 4 J5 i [l i) 1 UCEL

SAR_OK:  mi¥,

HoAts - R T

7.2.7 f&%i PIN

PR i Y

=

el i

W

0

16

ULONG DEVAPI SKF_UnblockPIN (HAPPLICATION hApplication, LPSTR szAdminPIN,
LPSTR szNewUserPIN, ULONG * pulRetryCount)

MR PIN W858 5 . i o 0 H 2 R B0k i 80 7 PIN 45,

fif U A PIN B B OB {8, - PIN A %) d vk Bt 1k &2 31 I A

hApplication CIN R FH A4 o

szAdminPIN [IN]%& ¥ i PIN 4,

szNewUserPIN  [IN 889 FH - PIN 54,

pulRetryCount  [OUTI45 5 51 PIN 4515 I, 3% (8] 96 42 F 3 Y8

SAR_OK: A,

HoAts - R

Bk 58 45 BB PIN A RS A 8 - PIN #8540 2R B A 19 Administrator PIN AN IE #f 5%
B 48158, 258 HI 2R I, I 3R 7] Administrator PIN [ 8 R K 4L
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7.2.8 BEHREARERKE

DIREfik
2
i [B] {F

ULONG DEVAPI SKF_ClearSecureState (HAPPLICATION hApplication)
T R 0 25 1 22 RS .

hApplication LIN W FH A%

SAR_OK: 3.

HoAts - R TR

7.3 MAERE

PRES i A ULONG DEVAPI SKF_CreateApplication(DEVHANDLE hDev, LPSTR szAppName, LPSTR
szAdminPin, DWORD dwAdminPinRetryCount, LPSTR szUserPin, DWORD dwUserPinRe-
tryCount, DWORD dwCreateFileRights, HAPPLICATION x phApplication)

Difesiak elg AR

ZH hDev CIN] i 42 4 45 I 3R [l 1Y) 3 4 R A
szAppName CIN IR FH 44 K
szAdminPin [IN ] 5 PIN,
dwAdminPinRetryCount [ IN 43 it PIN & K EIR IR E,
szUserPin [IN]H F PIN,
dwUserPinRetryCount [INJH F PIN s REIR K.
dwCreateFileRights CINJZE 20 T B SO A 25 RO ALRR . 2 0 6. 4. 12 AUBRZE

B, R 2 AR A B (E .
phApplication LOUT | Rz H A4 .

iR [ SAR_OK . B
oAt - B IR

H/IE FUBREESR - 5 BB A AR .

7.3.1 Rk

o7 JH A B o 58 O P B R K IR L FT T OGP AR ERAE . A B R G pR RN SR 18 BT
* 18 MAEERIIEY
BRI H 4 R U fiE
SKF_CreateApplication A 38 v H
SKF_EnumApplication Moz L
SKF_DeleteApplication ) 3 S8 ]
SKF_OpenApplication 17 Rz
SKF_CloseApplication XA v

7.3.2 QIENMA

PRI i

ULONG DEVAPI SKF_CreateApplication(DEVHANDLE hDev, LPSTR szAppName,
LPSTR szAdminPin, DWORD dwAdminPinRetryCount, LPSTR szUserPin, DWORD
dwUserPinRetryCount, DWORD dwCreateFileRights, HAPPLICATION x phApplication)

17
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i [Bl i

T

B —A R

hDev

szAppName

szAdminPin
dwAdminPinRetryCount
szUserPin
dwUserPinRetryCount
dwCreateFileRights

phApplication
SAR_OK:
HoAth -

B
BRI .

FUPR SR i 2B A AR

7.3.3 MENMA

PR Y

i (Bl {F

CINJ3% B2 15 £ B 3 0] 1 152 4 A

CINT R FH 4 9K

[IN % B 51 PIN,

CINJ4E 3 5L PIN ok F S

CINJA ™ PIN,

CINJH P PIN feok d ik 8k,

CINJZEZ R R B SCPE 28 248 AR . 2 00 6. 4. 9 ALRR S
AL, N 45 FIABR 1 Bl (.

LOUT ] FH i A4

ULONG DEVAPI SKF_EnumApplication(DEVHANDLE hDev, LPSTR szAppName,

ULONG * pulSize)

Moz & A AE I T A R

hDev CIN o 4 18 % B 3R [l 1) 35 4 A

szAppName LOUT Jig [al i Fl 44 Bk 810 26 . W% S 800 45 F B pulSize &
[ JT 55 S N A 25 8] KN o RS I FH B9 48 B DL B AS S\ 07 2%
B LARLNO” R 51l 36 1) 45

pulSize LIN, OUT i A B 275 1 1T 45 B 09 22 o XK B i 1 A o [
szAppName JIr 5 I B9 25 [0] K/,

SAR_OK; B,

HoAth . B RAG ,

7.3.4 BRI

I reH b
2

i [Bl i

#E

ULONG DEVAPI SKF_DeleteApplication(DEVHANDLE hDev, LPSTR szAppName)

T B 4 5 B

hDev

szAppName

SAR_OK.; I,
HoAy BRI

FUPRZESK . i 2B A AR

7.3.5 ¥IHANH

PRI 1Y

18

[IN 38 2 150 P 2z (] ) 188 4 R A
CINJRE 44 5%

ULONG DEVAPI SKF_OpenApplication(DEVHANDLE hDev, LPSTR szAppName,
HAPPLICATION x phApplication)

FIIT 46 & R
hDev
szAppName
phApplication

CIN 3% 322 15 5 IF 3% [0 A9 355 45 0 A
LIN R FH 4 8% .
LOUT ] FH ) a) 4



IR A SAR_OK: Y .

HoAty - B R

7.3.6 XxHINH

GM/T 0016—2012

PR A5 7Y ULONG DEVAPI SKF_CloseApplication(HAPPLICATION hApplication)
L Resi ik K A FH O B TR IOE I A AR
S8 hApplication CINC] S A4
1R [ SAR_OK.: B,
Hopdy - FE IR
U I R BSOS 52 Wil o P 22 4IRS
7.4 XHERE
7.4.1 #Eik

SCAFAE B e 0T L 2 JH P 7 R TT e A e 25 AL A B A SO Y IR SO AR 2 SO IR R
SRS SRR . SO B AR S R B CIn R 19 FioR

®19 XHEERIEH

BB 4 B 8] i3
SKF_CreateFile B S
SKF_DeleteFile O 3% A
SKF_EnumFiles Moz s
SKF_GetFilelnfo ARIBSCAF B
SKF_ReadFile BECHE
SKF_WriteFile =Rl

7.4.2 QIEXH

PRI R ULONG DEVAPI SKF _CreateFile (HAPPLICATION hApplication, LPSTR szFileName,
ULONG ulFileSize, ULONG ulReadRights, ULONG ulWriteRights)
I RE A B HE SR I 24 5 SO B AR RN DL RSO I 3 5 ALRR
S8 hApplication CINJ R AT 4R
szFileName CIN IS 2R KRS KT 32 M,
ulFileSize [IN 8RN,
ulReadRights CINJSCPF A PR . S 0L 6. 4. 12 ALBR 2SR, 1] by 2% A ALRR 1
B fH .
ulWriteRights CINJSCAEE R S UL 6. 4. 12 ALBRZE AL, 1] k2% Fp AR 19
RIER
i [ {E SAR_OK: li'Rri
oAl - FERI
H/E BIHE SO 7 2 N 48 E 1B SO RURR

7.4.3  MBRC

B¥EH ULONG DEVAPI SKF_DeleteFile (HAPPLICATION hApplication, LPSTR szFileName)

19
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ae g I 55 4 7 S -
SCHEMBR G S XS AR BT A F B £k
SCARAE B A T R 7 08 253 1) B R
28 hApplication CINJE M B3 S A e 7 1 1o FH R A
szFileName CINJ 2 I S A 1) 44 FR
iR [FHE SAR_OK; W,
HoAt - R
H/E PR ZE SR« MW B — A SO 7 E A X2 S 1 B AR
7.4.4 WMEXH
WAE 7 ULONG DEVAPI SKF_EnumFiles ( HAPPLICATION hApplication. LPSTR szFileList.
ULONG # pulSize)
Urnesig Koz —A> B S AE7E 1 Bir A S0k
28 hApplication [IN] ) FH AR .
szFileList LOUT L& [0 SCF 2 B 91 3 iZ S 40k 255 i pulSize & [B] 31
F TR B A B RN . A SO A FR LA N0 S LU
XLNO7 KR F) R 45
pulSize CIN, OUT T A B 22 7 80405 2 o DX R /0N i o B 37 552 B
AR FRAN R B
iR [ SAR_OK: B

oAt . B R

7.4.5 REXHEM

PR A Ji Y ULONG DEVAPI SKF_GetFileInfo (HAPPLICATION hApplication, LPSTR szFileName,
FILEATTRIBUTE * pFilelnfo)
ThBEHi ik RICCAFAF B
BRI, ST Y Ja PR AR B o 9 0 ST 1 RN ABR 55
ZH hApplication CINJ SO T 7E L A R A
szFileName CIN SO 247K
pFilelnfo COUT SO B 45 0] SCF I8 M 45 1 m 48 51
QIR () SAR_OK: LRI
HoAly B R
7.4.6 EXHE
BBCE ULONG DEVAPI SKF_ReadFile (HAPPLICATION hApplication, LPSTR szFileName.
ULONG ulOffset, ULONG ulSize, BYTE % pbOutData, ULONG % pulOutLen)
gk BN
S8 hApplication CIN S FH A) 4 .
szFileName [INC 44 .
ulOffset CIN ]S 352 A 3% o7
ulSize CIN R B K B
pbOutData LOUT Ji& [ &5 4l (4 22 vh X,
pulOutLen LINLPUT Jai A B 3755 45t 0% 22 o DX /N 5 i s I 3 78 52 B

20
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BEIBCGR 1] 8 B0 R/
iR [ 4 SAR_OK: R .
HoA R,
E FUPR SR 2 B 4% X 12 SCF B R AR
7.4.7 Bx
PRI S AR ULONG DEVAPI SKF_ WriteFile (HAPPLICATION hApplication, LPSTR szFileName,
ULONG  ulOffset, BYTE * pbData, ULONG ulSize)
iae stk BB B S
28 hApplication CINCI S A4
szFileName [IN] 4
ulOffset CINIE A S I 7% 62
pbData LINS A% s 22 o X,
ulSize LIN 5 A 1w K/,
iR [ SAR_OK: B
FoAh - FERED
#E FURR R 20 H 28 2 S I 5 AR o

7.5 RFEHE
7.5.1 iR

2 H U HE AL A 107 FH A B T 0 R A5 A O RS FE O AE B L AL HR B I BR BCES TR R OGP 2 A Y
B, BLEHRI|RECNFE 20 s .

®20 FAREERINEFH

SR &N o RE
SKF_CreateContainer B £ 25 2%
SKF_DeleteContainer I B 25 2%
SKF_EnumContainer MO 2%
SKF_OpenContainer I 25 4%
SKF_CloseContainer Pk
SKF_GetContainer Type RG24 25 A
SKF_ImportCertificate SABFIUED
SKF_ExportCertificate T B E T

7.5.2 flEAE=R

PRI Ji A ULONG DEVAPI SKF_ CreateContainer ( HAPPLICATION hApplication, LPSTR szCon-
tainerName, HCONTAINER x phContainer)

RE R FENH T T8 E 44 PRI 2 A8 O R [0 25 8% A A

S5 hApplication CINCIRE FH A4

szContainerName

[INJASCIT =45 s, 3273 I i 37 25 4 1 24 R 25 o 44 PR I e K
21
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I

KERRERL 64 55,

phContainer LOUT J3& [o] I 2 57 25 %8 10 25 o 0 A o
SAR_OK. 35
oAl . FERAL

FLBR 5K - 5 2 P AR

7.5.3 MBRAEER

T

ULONG DEVAPI SKF_DeleteContainer(HAPPLICATION hApplication, LPSTR szContain-
erName)

FE I T B3 6 RE 44 B 14 5 a8 O B T 2 4 A O 1 B DR

hApplication CINCJ Rz FH A 4
szContainerName LIN 148 ) W B 25 48 19 24 FK
SAR_OK: i,

HoAts - G TR

FBRZE5K - 7 2 P AR

7.5.4 FIFHER

PRI i Y

ULONG DEVAPI SKF_OpenContainer (HAPPLICATION hApplication, LPSTR sz-
ContainerName, HCONTAINER x phContainer)

Q&R RICIE 8

hApplication CINJ ;AT 4A
szContainerName LIN]&E S Z R .

phContainer COUT Jak 8] Fr T 25 2 1Y 1) 4
SAR_OK: B

HoAts - R

7.5.5 XA B8

PR R
oI 8 T1Bu
21

i [ {5

ULONG DEVAPI SKF_CloseContainer( HCONTAINER hContainer)
R VA8 A T RO o AR R DG BT

hContainer LIN A #A14A .
SAR_OK Y .
HoAth TR,

7.5.6 MERR

7.5.7 RIEBEHJ{EA

PR K i 7

o) B i
B4

22

ULONG DEVAPI SKF_GetContainerType (HCONTAINER hContainer, ULONG x
pulContainerType)

RIS a1y 2 1Y

hContainer LIN 2 & 404

pulContainerType LOUT RIS A A 2KAL, FBEHE I BIE N 0 R K E MK
PECRANE E A A 1 R RSA 4% . 0 2 Rox
SM2 74
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iR [al i SAR_OK:  mJ.
Hofl FEREY
7.5.8 SAHFIEH

PRI i A ULONG DEVAPI SKF_ImportCertificate(HCONTAINER hContainer, BOOL bSignFlag,
BYTE % pbCert, ULONG ulCertLen)
L RE ik ] 75 4% N ABCFUE T .

S hContainer CIN % & A4
bSignFlag LINJTRUE £/RZ 24 UE15 , FALSE R/ & uE 45
pbCert CIN R MHEB A Z X,
ulCertlen LINJUEB KB
iR nl{H SAR_OK: B .
HoAdy BRI

7.5.9 SH#FIER

PRI i 8 ULONG DEVAPI SKF_ExportCertificate(HCONTAINER hContainer, BOOL bSignFlag,
BYTE % pbCert, ULONG * pulCertlen)
e ik NSNS B UE T

S hContainer CINJZ & A4
bSignFlag [INJTRUE /R % 2k 45 ., FALSE /R ik 15 .
pbCert LOUT 8 WUk 45 WA G vh X, W 2R sk S 80 NULL B, pul-

CertLen FR7R R [ E 4 I 75 22 22 vb X B9 K< B2 an SR otk 2 300K
y NULL i 3R [0 8 5 3k 45 9 28

pulCertlen LIN/OUT Ji A B 278 pbCert 22 i XY K BE L it I 28 7 HiE
FAAENKE.
iR [E SAR_OK; LR
HoAth - FERAD

7.6 EWRS
7.6.1 HRiR

205 R 55 R B IE X FR B a2 3 B R AR B LB B R I s s B R A L T B ST A S )
e, WS RPN REINE 21 Fios .

®21 EWREZRIEH

PR B 4 i I He
SKF_GenRandom A LR
SKF_GenExtRSAKey Az AR RSA %5 9%
SKF_GenRSAKeyPair A RSA % 44 % 41 %t
SKF_ImportRSAKeyPair S A RSA il 2 g4 %
SKF_RSASignData RSA %4
SKF_RSAVerify RSA 5%

23
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=21 (&)

PR 4 i oy fE
SKF_RSAExportSessionKey RSA 4 i G £ 1% % 4
SKF_ExtRSAPubKeyOperation RSA 4k A Hliz B
SKF_ExtRSAPriKeyOperation RSA 4hkFLHIZH
SKF_GenECCKeyPair A i ECC %5 4 3 40t
SKF_ImportECCKeyPair S A ECC il 2 % 8 %t
SKF_ECCSignData ECC % %
SKF_ECCVerify ECC 8%
SKF_ECCExportSessionKey ECC A g 5 Hh &1 % 91
SKF_ExtECCEncrypt ECC 4b 2k 22 8 hn %%
SKF_ExtECCDecrypt ECC 4h 3k Fh 4 i 2%
SKF_ExtECCSign ECC /MR R4
SKF_ExtECCVerify ECC 4N 5025

SKF_GenerateAgreementDataWithECC

ECC Az il % 1 9 1 2 BOF 4 th

SKF_GenerateKeyWithECC

ECC 1153 415 % 4

SKF_GenerateAgreementDataAndKeyWithECC

ECC j= A= Uy i B 31 5 & il # 4

SKF_ExportPublicKey FHAH
SKF_ImportSessionKey FASEEH
SKF_SetSymmKey A SCH A S iE % 4]
SKF_EncryptInit i A 4 Ak
SKF_Encrypt LR RS €I
SKF_EncryptUpdate Z AR Jin 2%
SKF_EncryptFinal 2N &
SKF_Decryptlnit fitt %W IR Ak

SKF_Decrypt PA2H B i o
SKF_DecryptUpdate Z B %
SKF_DecryptFinal SR

SKF_DigestInit AR B W AR Ak
SKF_Digest TALZH R ) e
SKF_DigestUpdate 22 A BB i A 2
SKF_DigestFinal gl R T s
SKF_Maclnit TH B X 504542 5700 bR Ak
SKF_Mac FALE B T B A N s
SKF_MacUpdate 2 PRI T L S i s B
SKF_MacFinal S B B 5
SKF_CloseHandle 2% PA 2 0 %ok % 4] W

24
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7.6.2 HERBEHLE

i [Bl i

ULONG DEVAPI SKF_GenRandom (DEVHANDLE hDev, BYTE * pbRandom, ULONG ul-
RandomLen)

A A A B Y B AILEL

hDev [IN i & A4
pbRandom LOUT Jak [5] (4 B AILEL
ulRandomLen CIN]BERLECK
SAR_OK. 'R

HoAth - FERAD

7.6.3 HERHMER RSA AR

T

ULONG DEVAPI SKF_GenExtRSAKey (DEVHANDLE hDev, ULONG ulBitsLen,
RSAPRIVATEKEYBLOB * pBlob)
FH 1 25 28 B RSA %5 8% JF W1 SCHi i

hDev CIN B A A .

ulBitsLen [INJ# B,

pBlob LOUT J3R [a] %) RLBH B4l 25 44
SAR_OK: LRI

HoAdy B R,

A R AABT U T L e TP AR B R AR

7.6.4 £ RSA Z2 %A

PR i Y

ik

ULONG DEVAPI SKF_GenRSAKeyPair (HCONTAINER hContainer, ULONG ulBitsLen,
RSAPUBLICKEYBLOB * pBlob)
R RSA 282 P10 I i 284 9.

hContainer [IN 5 48 AI 4R .

ulBitsLen [IN]Z MK,

pBlob LOUT Ji& [ (% RSA A S8 08 454
SAR_OK:  mi,

HoAts - R

FUPR SR 75 2T P AR

7.6.5 B\ RSA =z =43¢

ULONG DEVAPI SKF_ImportRSAKeyPair (HCONTAINER hContainer, ULONG ul-
SymAlgld, BYTE % pbWrappedKey, ULONG ulWrppedKeylLen, BYTE % pbEncrypt-
edData, ULONG ulEncryptedDatal.en)

T A RSA g A FVHXS

hContainer CINJZS a4 4

ulSymAlgld CIN X BRI 2 A AR

pbWrappedKey CINCME T2 # N 2 24 2 BR3P R X PR R B 4
ulWrappedKeylLen CINJFR AP (8 % B S vE B A L

pbEncryptedData CINJXS FREE SR I 89 RSA I RAHT . FA B B #% Xl s
25
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i [m] {E

ik

PKCS #1 v2.1;: RSA Cryptography Standard " ) #A £ 4% =X

T X,
ulEncryptedDatal.en CIN R 2 R P A0 RSA I A AT K
SAR_OK I .
HiAth . EER AL

FUBREESR 7 ZH P AR

7.6.6 RSAZ &

ik

ULONG DEVAPI SKF_RSASignData(HCONTAINER hContainer, BYTE x pbData,
ULONG ulDatal.en, BYTE % pbSignature, ULONG * pulSignlLen)

fdi 1 hContainer #5 5 25 #i 1Y %5 44 FAHH . XF 45 & B dls pbData AT 8T8 4. B4 F K4
RAFTLF] pbSignature ZE X, 3 E pulSignlen KN KL,

hContainer CINCIFH R 25 44 1 FABH i A6 25 28 A0 4
pbData [IN J 9k 25 24 0 8
ulDatalen CIN& A EHE B WA KT RSA PR —11,
pbSignature COUT 7 % 2 45 B () 2% vh IX 48 &1, in SR {8 A NULL, /i T
WA B AR RKIE,
pulSignLen CIN/PUT iy A B 3R 73 2 44 45 5 22 of X KN i i i 3 28
GERKE,

SAR_OK:  m¥j.
HoAh . BT
PUBRZER - 5 ZEH P BUR

7.6.7 RSAEZE

i [Bl i

ULONG DEVAPI SKF_RSAVerify (DEVHANDLE hDev, RSAPUBLICKEYBLOB *
pRSAPubKeyBlob, BYTE % pbData, ULONG ulDatal.en, BYTE % pbSignature,
ULONG ulSignlLen)

KAF RSA %4 . 1] pRSAPubKeyBlob P f 23 8 (i o 45 56 26 % 47 50 4%

hDev CINJ B & A

pRSAPubKeyBlob [INIRSA ARG S5 .

pbData [INJ 757 36 I 25 44 1) 55080

ulDatalen CIN O KB A R T AR K — 11,
pbSignature CINRESS IR 7Y 25 2418 .

ulSignlen [IN % AAE KB AU AR,
SAR_OK: B .

HoAdy B R

7.6.8 RSAE@mHASHESEZH

ULONG DEVAPI SKF_RSAExportSessionKey (HCONTAINER hContainer, ULONG
ulAlgld, RSAPUBLICKEYBLOB * pPubKey, BYTE % pbData, ULONG % pulData-
Len, HANDLE x phSessionKey)

A 2 R B IR TS RSA A 810m %5 i i

hContainer CIN A #A14A .
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ulAlgld CINJ il w5 ik pn il

pPubKey CIN I 2515 % 911 RSA A FHEARZ5# .

pbData COUT 5 H By 23 6 % 91 % 3C. % I PKCS # 1v1. 5 23R
ESE

pulDatal.en LIN.OUT JHi A I 278 23 15 %5 B 985 SC8HE 22 v XK i
I e 78 2 1 5 B 2 U S PR

phSessionKey LOUT J &5 H 1) %5 B A A .

SAR_OK.: Y .

HoAl - R

7.6.9 RSASRAFHIZHE

PR K i 1

i [Bl

ULONG DEVAPI SKF_ExtRSAPubKeyOperation (DEVHANDLE hDev, RSAPUBLICK-
EYBLOB * pRSAPubKeyBlob,BYTE * pblnput, ULONG ullnputlen, BYTE % pbOutput,
ULONG * pulOutputLen)

MR A AR RSA 2 8% i A BRI A0 4702 5301 i i 285

hDev CIN 3 & A

pRSAPubKeyBlob [INJRSA A A% 454

pbInput CIN 48 1] Ff 3 53 14 JL 4 5008 22 b X

ullnputLen CIN iz 5 5 06 B R B i AT A ARG

pbOutput LOUT 45 m RSA AHZHERE X, MR XS BN
NULL., M f1 pulOutputLen i [l iz 5525 ) SLBr K JE

pulOutputLen [IN,OUT J#i AW s pbOutput 28w X 19K B, i H I F#oR

RSA ABIEH AR TR
SAR_OK:  mIr.
HoAh . BRI o

7.6.10 RSA 4pEFL4AIZE

PRI R

ULONG DEVAPI SKF_ExtRSAPriKeyOperation (DEVHANDLE hDev, RSAPRIVATEKEY-
BLOB * pRSAPriKeyBlob, BYTE % pblnput, ULONG ullnputlLen, BYTE % pbOutput,
ULONG % pulOutputlen)

BLAEAE TSR AL AR RSA FABH X iy A B OFABH 12 5 0 th 45 2R .

hDev CIN B #8540 4

pRSAPriKeyBlob [INIRSA FAEHKUHE 2544 .

pblnput LIN 48 [ ¢ iz B 22 v X,

ullnputLen CINFF iz S0 i 4 B8 w200 R S B

pbOutput LOUTJRSA A8 B 45 8, i 2R iZ 2 408 NULL, U i
pulOutputLenik [ 2 5 45 5 (1) 5L PR K .

pulOutputLen CIN,OUT J#i A Bt 7R pbOutput 28 o [X (4 B2 it B 3R

RSA Rz 45 R S PR K
SAR_OK: B,
Hifts - B R
A bR B T DU N8 32X N O T S B A B A R 55
27
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7.6.11
PRI 2R

i 7] {E

ik

H M ECC B ZHAXT

ULONG DEVAPI SKF_GenECCKeyPair (HCONTAINER hContainer, ULONG ulAlgld,
ECCPUBLICKEYBLOB * pBlob)
IR ECC 24 I X f th &4 A 8.

hContainer [IN 228 I

ulAlgld CIN B AR IR, H 308 SGD_SM2_1 5k,
pBlob TOUTTR [l ECC A% B 45 1
SAR_OK; B

HoAth . FE R,

FUBREESR - 75 2 P AR

7.6.12 B X\ ECC mmzZ=ZAX

#wE

ULONG DEVAPI SKF_ImportECCKeyPair (HCONTAINER hContainer, PENVEL-
OPEDKEYBLOB pEnvelopedKeyBlob)
S A ECC ARVHRT,

hContainer [IN % 80 25 28 AR
pEnvelopedKeyBlob CINJSZ A3 0 hin 3 5 A X
SAR_OK: i

HoAts - R

FUBREESR - 75 2T P AR

7.6.13 ECC %%

i [Bl i

#IE

ULONG DEVAPI SKF_ECCSignData (HCONTAINER hContainer, BYTE #* pbData,
ULONG ulDatal.en, PECCSIGNATUREBLOB pSignature)

ECC #7244 . KM ECC Bk MG E R hKey. X 45 € B4 pbData JEATH T4 .
22 5 25 A7 3 pSignature H,

hContainer CIN %5 51 25 4 A

pbData CINJRE25 24 1 504

ulDatal.en [INJFEZBIEKE , WIUNT B K,
pSignature LOUTI% &A1 .

SAR_OK.: LRI

HoAtl - FERAD

FUBR SR PR,
i AKCHE h 2 BOR 2P (M 1T SM2 5 6 6 . 70K A B0 b 75 2 O 28 0 SM2
5 4 AL T A 25 58 L AL B AR AR GM/T AAAA.

7.6.14 ECCI%

PRI R

28

ULONG DEVAPI SKF_ECCVerify (DEVHANDLE hDev, ECCPUBLICKEYBLOB
pECCPubKeyBlob, BYTE % pbData, ULONG ulDatalLen, PECCSIGNATUREBLOB
pSignature)

I ECC A X EE 1750 %

hDev LIN 35 & A H

pECCPubKeyBlob [INJECC A #5545 .

)
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pbData LINJA5F 36 25 44 1) 5508
ulDatal.en CINIBE K B,
pSignature CINJRE 55 IR 2 44 18 .
SAR_OK:  mi¥,

Al - BEIRT

B A BRI B 2 R (L. T SM2 B3k 3 i A BOHE D 17 28 Bt 2t SM2
2 44 TRAL BRI 4551, TAk PR FE A GM/T AAAA.

7.6.15 ECCHERHFHSHESEZA

PRI Y

i (Bl i

ULONG DEVAPI SKF_ECCExportSessionKey (HCONTAINER hContainer, ULONG
ulAlgld, ECCPUBLICKEYBLOB % pPubKey, PECCCIPHERBLOB pData, HANDLE
* phSessionKey)

A L2 IR I AN AR A B I = 1

hContainer CIN 25 28 A4

ulAlgld CINJ il w S5 ik pn i
pPubKey LIN A4 A B A EH S5
pData LOUT]&iE % 4% 3,
phSessionKey LOUT &G % 4 i .
SAR_OK: LRI

HoAdy B R,

7.6.16 ECC 4hskN4AH0%E

i [ {EL

ULONG DEVAPI SKF_ExtECCEncrypt (DEVHANDLE hDev, ECCPUBLICKEYBLOB =
pECCPubKeyBlob, BYTE * pbPlainText, ULONG ulPlainTextl.en , PECCCIPHERBLOB
pCipherText )

il AN A2 A ECC 23 81 X i A 08 80 %% 12 55 31t 45

hDev CIN B2
pECCPubKeyBlob [INJECC 4% 454 .
pbPlainText CINCJARE Jin s i) B SCECHs
ulPlainTextLen CIN A5 hn 28 B e s i K
pCipherText LOUT )% S8

SAR_OK; B

HoAth EE R,

7.6.17 ECC 4 EFAARE

PRI i Y

ULONG DEVAPI SKF_ExtECCDecrypt (DEVHANDLE hDev, ECCPRIVATEKEYBLOB
pECCPriKeyBlob, PECCCIPHERBLOB pCipherText, BYTE % pbPlainText, ULONG *
pulPlainTextLen )

fili FH AR AL A B ECC RABIA iy A LI MU 25 32 50 g HH 25 2R

hDev LIN 35 & A .
pECCPriKeyBlob [INJECC FA4HBE 454 .
pCipherText [ IN I fif 2 %) 28 S

pbPlainText LOUT JiR [o] B SC 88, an 2% = %0k NULL, W iy pulPlain-
29
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i [m] {E

ik

TextLen & [B] B SCEHE B 52 bR BE

pulPlainTextLen [IN,OUT J#i A B 3 7/~8 pbPlainText 2% ah [X g4 & B , %y 14 Bt
P W SRR 9 L PR BE

SAR_OK: I,

HoAts - R

A RO F I3 AR 3 N #EUH T SRR i A IR 55 .

7.6.18 ECC 4h3kFASAZ 4

i

ik

ULONG DEVAPI SKF_ExtECCSign (DEVHANDLE hDev, ECCPRIVATEKEYBLOB x
pECCPriKeyBlob, BYTE % pbData, ULONG ulDatal.en, PECCSIGNATUREBLOB pSigna-

ture)

AN AR AL A ECC FAGT X iy A B 28 44 32 57 0% fii th 45

hDev CIN 325 R
pECCPriKeyBlob [INJECC FASH G454 .
pbData CIN R 2 24 i dis
ulDatal.en [INJF& LB K E,
pSignature [OUT &1 .
SAR_OK; B

HoAth - EE R,

iy A KR N T A RO R 2 R (. 24 SMI2 B 1 I L 32 i AR b 1 2 B 2 ik SM2
24 TAL PR 45 5%, TAk B FE R GM/ T AAAA,
A bR B T DU A8 32X N O T 52 B A B A I 55

7.6.19 ECC 43k NS %

ULONG DEVAPI SKF_ExtECCVerify (DEVHANDLE hDev, ECCPUBLICKEYBLOB *
pECCPubKeyBlob,BYTE % pbData, ULONG ulDatal.en, PECCSIGNATUREBLOB pSigna-

ture)

HNE Al I AE A ECC 2 810 % 45 1k

hDev CIN B &5 R
pECCPubKeyBlob [INJECC A G454 .
pbData LIN]RF 58 UE 508 .
ulDatal.en CIN A 56 TF B0 P8 n K B .
pSignature [INJZE 24 1H .

SAR_OK; B

oAt - R

i AKCIE N TR B M 2 (. 2 SM2 Bk L % B A B R 1 25 BE & 0k SM2
24 PAL PR 45 5%, TAk B FE R GM/ T AAAA,

7.6.20 ECCHERZEAMBESHIEH

PRI Y

ULONG DEVAPI SKF_GenerateAgreementDataWithECC (HCONTAINER hContainer,
ULONG ulAlgld, ECCPUBLICKEYBLOB *  pTempECCPubKeyBlob,BYTE * pblD,
ULONG ullDLen, HANDLE * phAgreementHandle)

i ] ECC A W iy 3k v H 3 2 il B B 0 7 A= D R 2 88, 0 Tl i) ECC 25 B X 19 23 4
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Y TEECIE

hContainer CINZS 254

ulAlgld CINJ &35 Rkl
pTempECCPubKeyBlob  [OUT] %k # i ECC A4,
pbID LIN %8 F 1) 1D,

ullDLen [INJA&E A ID K EAKT 32,
phAgreementHandle LOUT Jak [a] 4 %% 57 P r ) 4
SAR_OK:  mu¥,

HoAts - R

DR IR 23 T B L P S D7 I S IR AR R R

7.6.21 ECCHEMAHEHITESEERA

PR RY Y

h=
&
=
=

W
%

R RE

ULONG DEVAPI SKF_GenerateAgreementDataAndKeyWithECC(

HANDLE hContainer, ULONG ulAlgld,

ECCPUBLICKEYBLOB %  pSponsorECCPubKeyBlob,

ECCPUBLICKEYBLOB %  pSponsorTempECCPubKeyBlob,

ECCPUBLICKEYBLOB %  pTempECCPubKeBlob,

BYTE % pbID,ULONG ullDLen,BYTE % pbSponsorlD, ULONG ulSponsorIDLen,
HANDLE x phKeyHandle)

i 1] ECC B BA P I 300k . 77 AL D T 2 8OT T3 2 30 % 41 i th i iy ECC 25 B3 X 81 JF
3R (BT 7 A 8 B A A

hContainer CIN 25 28 A4

ulAlgld CINJ il # A5 ik pn i
pSponsorECCPubKeyBlob LIN & B ECC 4.
pSponsor TempECCPubKeyBlob CIND&E# T 1y lim iy ECC A% .
pTempECCPubKeyBlob LOUT Jug i J5 IR B ECC 234,
pbID CIN i i 75 (4 1D,

ullDLen CINma B 75 1D B R BE AR T 32,
pbSponsorID [IN]k#H#H 1D,
ulSponsorIDLen [IN] A& ID K JE AT 32,
phKeyHandle COUT Ja& [a] 8 % FR 58 235 4H A A
SAR_OK:  mi¥,

HoAts - B

ZNEE S QRN VAR DA

7.6.22 ECCitE<£iEHE4H

PR Y

ULONG DEVAPI SKF_GenerateKeyWithECC (HANDLE hAgreementHandle,
ECCPUBLICKEYBLOB % pECCPubKeyBlob,
ECCPUBLICKEYBLOB x  pTempECCPubKeyBlob,
BYTE % pbID, ULONG ullDLen, HANDLE x phKeyHandle)
i ECC %% B Up iy 530k o 4 0 B8 I s /) 03 R0 i) 137 757 B9) D3 1 2 00T 38 20 05 85 B [ I i
SRR
hAgreementHandle CINC %% 50 0 R R A
31
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pECCPubKeyBlob LIN AR 4 A B i 5 ECC A4 .
pTempECCPubKeyBlob LIN 1AM 4 A B i 7 5 i Bf ECC A4 .
pbID CINmw 1z J5 1 1D
ullDLen CINm R 7 1D f KB, A KT 32,
phKeyHandle COUT J3& [=] (14 %% 1 A 4 .
iR [FHE SAR_OK; W,
HoAth - FE R,
SR PN Y S T AR A e N 5 0 R R S B0E AR SREG TR SR . T A R
GM/T AAAA.,

7.6.23 SHAH

M¥E M ULONG DEVAPI SKF_ExportPublicKey (HCONTAINER hContainer, BOOL bSignFlag,
BYTE % pbBlob, ULONG * pulBlobLen)
Uinedig FHAERP LN ASE NN .

S hContainer [IN %5 BH 25 4 ) Al o
bSignFlag [INJTRUE /R 3ih 24 A9 . FALSE £/R 3 % A8 .
pbBlob [OUT 38 191 RSA 24 45 # (RSAPUBLICKEYBLOB) 5 #% ECC

N (ECCPUBLICKEYBLOB) , G115 it 2 %t NULL i}, i
pulBlobLen i& [B] pbBlob Ay,

pulBlobLen CIN,OUT Jéi A} 7R pbBlob 28w X (1 £ B2 i i R Sl A
FAZE R KN
iR A E SAR_OK: B
HoAth - EE R,

7.6.24 BSARIEEH

PRI i 1Y ULONG DEVAPI SKF_ImportSessionKey ( HCONTAINER hContainer, ULONG ulAlgld,
BYTE #* pbWrapedData, ULONG ulWrapedl.en, HANDLE * phKey)
ThBEHi ik TN U B Y SO A A A B R R AR B TR

S hContainer CINJZE 88401
ulAlgld [IN] &b 2 A kAR IR .
pbWrapedData CINJ=Z 3 A &35 2% 9198 30, M4 4 ECC B RIAT, S 80k
ECCCIPHERBLOB %5 ¢ 5% . 24 25 2%} RSA KBRS 800
RSA A5 % J5 1) 545 .
ulWrapedLen [IN]&IEZ G LK E,
phKey LOUT Ja& 1] 25 3% %5 47 A4l
iR [AE SAR_OK; B
HoAth EE R,
#/E R ZOR T Z P AU

7.6.25 MAXSASIEEH

PRI ULONG DEVAPI SKF_SetSymmKey (DEVHANDLE hDev, BYTE % pbKey, ULONG ulAlgID,
HANDLE * phKey)
e ik TR Y SO R B I TR B ) A
32
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ZHU hDev CINJ &4 A4
pbKey CIN 48 ) 3 i B g E A g2 oh X,
ulAlgID CIN s 3 AR AR I
phKey LOUT J3& 1] 23 3% % 41 A A
iR EHE SAR_OK; B
HoAth . EE R
/E AR BR B T 03X R R At RS A T S B 1 4 A M 55

7.6.26 mMEMBENL

PRI i 1Y ULONG DEVAPI SKF_Encryptlnit (HANDLE hKey, BLOCKCIPHERPARAM EncryptParam)
e ik BRI WA A . B0 B N3 B SR AR S

24 hKey CIN T %5 51 e 4
EncryptParam [IN 321 9 A 58 1 AH DG S 400 W0 4 ) 1 90 B ) 6 BE L B8 70
BT B LK BE
iR [A{E SAR_OK: LR
HoAth - FERAD

7.6.27 BABHFEME

PRI i 7Y ULONG DEVAPI SKF_Encrypt(HANDLE hKey, BYTE % pbData, ULONG ulDatalLen,
BYTE x pbEncryptedData, ULONG % pulEncryptedLen)

NRefiR o BRI AR . TS 8 I B B X AR S BE SR AT N L R i BRI A A
— N N I Y SR A B e g P X, SKF_Encrypt HOXFBLAS 3 21 5008 1547
e e A SKF_Encrypt Z §if» 2200 # i SKF_EncryptInit 9] 4 b % #: /£ . SKF_
Encypt ZE4 T 558 ] SKF_EncryptUpdate F-i# ] SKF_EncryptFinal,

24 hKey CIN s 4% 91 Ao A
pbData LIN JFF i Bcdis
ulDatal.en CINJA oo a1
pbEncryptedData COUT Jn % J5 i % #is 22 vb X8 51, a7 BL o NULL, JH 7 3845 n %5
R BRI .
pulEncryptedLen CINL OUT i A B 3R 75 245 58040 28 vl XK BE it i 37 25 SR 8K
LR K.
iR [ SAR_OK: B
HoAts - B

7.6.28 ZHBEME

PRB i 7 ULONG DEVAPI SKF_EncryptUpdate(HANDLE hKey, BYTE x* pbData, ULONG
ulDatalLen, BYTE % pbEncryptedData, ULONG # pulEncryptedLen)

REfiR AR RN ARAE . G N R B X S B AT O ) B S 2

AN N R R SCORAE BN 6 E I 22 vh X b . SKF_EncryptUpdate % 24> 43 2H %4 4is i

13 AEJH ] SKF_EncryptUpdate Z ij » o035 4] SKF_EncryptInit 4] 4 16 il 25 #2415 5

15 SKF_EncryptUpdate Z Ji5 , W40 8 SKF_EncryptFinal 255 % $#21E .

hKey CIN o2 4 41 A0 A

pbData CINJARE fn 2 s

=

W
£

33
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iR [\

7.6.29

PRI Y

ulDatal.en CINJARE o B i< e
pbEncryptedData LOUT I 5 i B dls 22 v X 46 5t
pulEncryptedLen LOUT Ji& a1 % J5 1Y B K %
SAR_OK; i

HoAth . FERAD

BRME

ULONG DEVAPI SKF_EncryptFinal (HANDLE hKey, BYTE x pbEncryptedData,
ULONG * ulEncryptedDatal.en )

ZER ZA oy AR A I 3R T R 4y n &5 45 2R . S 9 ] SKF_EncryptInit %] 45 £ i 25 #2
V£, #I H] SKF_EncryptUpdate % 2 >3 4 £ 4 £ 47 i %5, e J5 8 SKE_EncryptFinal
S5 A o B I

hKey LIN T 4% 51 m) 4l

pbEncyptedData LOUT s R b X,

ulEncyptedDatallen [ OUT /& 25 H K JE

SAR_OK.: A,

oAl - HERT

7.6.30 fREMWEML

PR
DI RE S ik

W
&

i [Bl i

7.6.31

34

ULONG DEVAPI SKF_Decryptlnit (HANDLE hKey, BLOCKCIPHERPARAM DecryptParam)

B i 3 WG AL B R R A OC 28, A ] SKE _DecryptInit Z 5, Al LA H] SKF_

Decrypt X 8.4 43 2 B P8 6 47 g 2%, v DL 2 R ] SKF _DecryptUpdate Z J5 F- 18

SKF_DecryptFinal 5¢ % 2 A>3 4 &4 19 i %

hKey CIN ] fie 2% %5 51 m) A

DecryptParam [IN] % B LA SR R = IR K 5 ik
SBHE B L BT

SAR_OK: T,

HoAtl - B R

BAYERE

ULONG DEVAPI SKF_Decrypt(HANDLE hKey,BYTE * pbEncryptedData, ULONG

ulEncryptedlLen, BYTE % pbData, ULONG x pulDatal.en)

BN A LB 0 i B AR . S A A B B R S RO AT R R B R

— AR R S W SCORAF B4R E B 2 o IX . SKE_Decrypt HOXF A4~ 43 20 B 40 2E 47

fift %% AE P SKF_Decrypt Z |ij w418 H] SKF_DecryptInit #J 4546 fi# % 454 . SKF_De-

cypt ZEM T 2618 ] SKF_DecryptUpdate 138 ] SKF_DecryptFinal,

hKey CINfife 2% % 91 M

pbEncryptedData [INJ 75 i 25 509

ulEncryptedLen CIN A fifk o2 00

pbData LOUT J45 m fift %5 5 04 8504 22 op IX 48 £, 24 o NULL ) 1] 3145 fif: 2%
Je BB

pulDatalen LINLOUT i A B 3R 78 245 5 8040 28 vl XK BE it i 37 25 SR 8K
TN
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SAR_OK:  m3,
Hofl FEREY

7.6.32 ZABEHEME

1 [1]

7.6.

&

Fa1)
He

W
&

i [1]

fH

33

filiig

fH

ULONG DEVAPI SKF_DecryptUpdate(HANDLE hKey, BYTE * pbEncryptedData,

ULONG ulEncryptedLen, BYTE % pbData, ULONG % pulDatal.en)

Ao YUBE 0 i 2 B . FHAS S A 2 % A 48 8 B AT A % i i s I B & &2

Ay f 5% 5 1 B SCIRAE B8 B & sh X rh . SKF_DecryptUpdate X 2 A~ 53 241 55 45 iF

173 % AE V] SKF_DecryptUpdate Z i 202011 1] SKF_Decryptlnit #J 46 1t fif %5 #5215

TE H SKF_DecryptUpdate 2 Ji , 218 F SKF_DecryptFinal 25 o fift 25 4 .

hKey CIN e 25 8 B RO A

pbEncryptedData CIN ] F5 i 25 5048

ulEncryptedLen CIN I fifk o2 R0

pbData COUT J45 In] fif % J 19 %0080 22 n XCH8

pulDatalen LIN. OUT i A I 3 7 235 22 8040 22 vl DX RE it I 3 7 25 R 4
MU N

SAR_OK: R,

HoAy B R

ULONG DEVAPI SKF_DecryptFinal (HANDLE hKey, BYTE x pbDecryptedData,

ULONG x pulDecryptedDatal.en)

GER ZA o HUBR Y 5% . Seii A SKE_DecryptInit ) 4 1k i 2 3% 45 . 5 B SKF_De-

cryptUpdate Xf 24> 53 20 48 2647 % 5 J5 98 1] SKF_DecryptFinal 25 58 £ 4> 53 4 2 4

) il 2%

hKey [IN Jfife 2% %% 51 W) A

pbDecryptedData LOUT [R5 miffr 2 45 R 9 G2 vb X, iR b 2 80y NULL B, i pul-
DecryptedDatal.en iR [A]fif %5 285 510 K )5

pulDecryptedDatal.en [ IN, OUT J#j A B} %78 pbDecryptedData £ i [X 1 B, i ) B %
NS R K

SAR_OK: T,

HoAly B R

7.6.34 EREFEVRL

Hifig

28

filiik

ULONG DEVAPI SKF_Digestlnit(DEVHANDLE hDev, ULONG ulAlgID, ECCPUBLICK-
EYBLOB % pPubKey, unsigned char * puclD, ULONG ullDLen, HANDLE % phHash)
WG A B W 2 B L B R e T W A R W R

hDev [IN 3% 22 15 & I 3% (0] A 145 48 0 A

ulAlgID CIN %% 5% 42 2 A AR iR

pPubKey [INJZ #2458 4 ulAlgID 2 SGD_SM3 B A 4% .
puclD [INT& 4 #5 ID AR . 24 ulAlgID 3y SGD_SM3 A %K.
ullDLen [INT%4 % 1D KB, 24 ulAlgID 3 SGD_SM3 i 4 %4,

phHash [OUT 1% % 2% B2 0 S R 4
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i [B]{F

T

SAR_OK: B .

Hop FEIRA

2 ulAlgID 24 SGD_SM3 H. ullDLen A& 0 45 # F pPubKey . puclD 4 %L, $if7 SM2
TR WAL 1 A TR RS GM/T AAAA,

7.6.35 BAHEEZBLIE

&

e A

W
%

i (Bl i

ULONG DEVAPI SKF_Digest (HANDLE hHash, BYTE % pbData, ULONG ulData-
Len, BYTE * pbHashData, ULONG % pulHashLen)

X B — B B AT S 2 . W SKEF_Digest Z /i , #6401 ] SKF_DigestInit
B4 A 25 S A4 2 1T 5 A . SKF_Digest &Mt T 2 WA 1] SKF_DigestUpdate 2 J5 4 74
F SKF_DigestFinal,

hHash [ IN )25 fth 4 8 o 52 ) 4
pbData LIN 148 ) 38 BB i 22 o X
ulDatalen CIN W BB K B

pbHashData LOUT] % 5% 4% 5 K 5 2% vp X 38 &1, M it 2 408 NULL i, i pul-
HashLen iR [Pl 25 i 42 a5 RO K E
pulHashLen LIN,OUT ] %y A B 27 25 S 5080 22 vp XA BE iy B 3R 0 285 SR 4509 52

PR .
SAR_OK:  m,
Hofl FEREY

7.6.36 ZHBEEZBLIE

&

e A

W
&

i [Bl i

7.6.37

i [Bl{F
36

ULONG DEVAPI SKF_DigestUpdate (HANDLE hHash, BYTE x pbData, ULONG

ulDatal.en)

XF A G A B AT %A% 22 81 H 5. M A SKF _DigestUpdate Z i . #4201 8 F§ SKF_

DigestInit 4] ta 1k % 15 4% = T B #4F ; A ] SKF_DigestUpdate 2 J5 , W41 8 il SKF_Di-

gestFinal 45 % 22 1T 481k .

hHash CIN ] %% Bt 2% 2 %o 2 ) A o

pbData CINCI 6 ) 9 B A8 22 i X

ulDatal.en CINH BB i K

SAR_OK. .

HoAtl - FERAD

HRZELEE

ULONG DEVAPI SKF_DigestFinal (HANDLE hHash, BYTE % pHashData, ULONG

% pulHashLen)

BERZ A AU B BRI A B AR R IR B AU R R A BIIR E M G2 b X

hHash CIN %% Bt 2% 2 %o 2 ) A

pHashData LOUT J3& [al i %% fith e 2 25 R G vh IXCH5 5 Rt 2 %0 NULL B, i pul-
HashLen i& [l 2 5 45 R KB

pulHashLen — [IN,OUT ] fii ARy 75 44 52 5 8 G2 vh DCHY KR i ) INF 3 7 2 1 2 22 4
RIKJE,

SAR_OK. .
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HoAth - R,
%1E SKF_DigestFinal 2,75 ] T SKF_DigestUpdate Z J5 .

7.6.38 HELANWESEMBN

PRI K i 7Y ULONG DEVAPI SKF_Maclnit (HANDLE hKey, BLOCKCIPHERPARAM % pMacParam,
HANDLE * phMac)

DraemE IR AT B M T AR A L B BT B A I P T S R IR a9 R A A

28 hKey CIN 330 1 S 01 1 1) 2 1 R0 A
pMacParam [ INJ{H B AETH 5 A S 80 A A5 W0 iR ) B VR0 46 1) 2 SRR T I6 45 .
phMac LOUT J9 B % 50 5 X G A4

IR A1 SAR_OK: iR
Fedtr . BRI .

T TH 2 S I 3153 R 20 2 %8 550 1) CBC B 0 0 88 45 2R 10 B Ji — B A Ry iR 48

TV B 09 BE A 202 43 2 o 28 R ik B B A5 80 4% T NS ASPE B IR AT
7.6.39 BAHEHEHELIEEE

PR B0 i 7 ULONG DEVAPI SKF_Mac(HANDLE hMac, BYTE % pbData, ULONG ulDatalen,
BYTE x pbMacData, ULONG % pulMaclen)

DifediR  SKF_Mac 755 M — 7 20 5008 1 T 24 85

ZH hMac CIN I 2 S 0 B ) 4
pbData LIN 4 1o 155 31 580 i 59 22 v X

ulDatal.en CINRe 30 B0 1 KR

pbMacData LOUT 148 19 3T 5 J5 9 Mac 45 R, 2R ik 2 %y NULL i, i
pulMaclen i& [0 {5 J5 Mac Z5 R A KB,

pulMacLen [IN,OUT] %y A B # /R pbMacData &% v X 89 K &, #i H B 36 78 Mac 45

REKE,
iR 8] SAR_OK .
HoAlh . FERTD
BUE W H SKF_Mac Z 7, 25 # | SKF_Maclnit #4516 34 B % 5 i1 53 354 . SKF_Mac 4§

MTF LW A SKF_MacUpdate 2 J5 78 ] SKF_MacFinal,
7.6.40 ZAHFEEHBLEINWBIZHE

PR Ji Y ULONG DEVAPI SKF_MacUpdate(HANDLE hMac, BYTE * pbData, ULONG ul-

Datal.en)

ae ik EGEZO iR RN S T

S8 hMac CINJ9H 2 S B g A
pbData CINJH8 1) R i S Bl r 22 v X
plDatal.en CINJRE R i K

QIR () SAR_OK: LRI
HoAly BRI

& P ] SKF_MacUpdate Z i} » 24 25 4 F§ SKF_MacInit ] 4 46 14 B % 50 015 1 55 #5245 5 94
SKF_MacUpdate Z J » #7508 1] SKF_MacFinal 45 3 £ > 73 20 B4 4 19 B %00 14 11 5%
Beff .

37
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7.6.

IUNN
i [7]

#wE

7.6.

Hifig
28
ik [1]

41 HFEREELFBIEE

J A ULONG DEVAPI SKF_MacFinal (HANDLE hMac, BYTE % pbMacData, ULONG
pulMacDatal.en)
ik AR A H B AT R S R T R
hMac CINCIIA 6 0 s A A
pbMacData COUT J45 [a] 1 2 40 B Y 22 o X, 4t 2808 NULL i), iy pulMac-
Datal.en 1 [m] {4 2 % 50 5 & [9] i K2
pulMacDatalen  [OUT ]I HI iy 22 75 1 2 %6 il 5 22 oo IXC 110 die A B2 % [T 9 5, 4 031) %
-3
{5 SAR_OK.: A,
oAl - B IR
SKF_MacFinal 275 | F SKF_MacUpdate 2 J5 o
42 KAFEB & AIWR

JE Y ULONG DEVAPI SKF_CloseHandle(HANDLE hHandle)

iR OISR R B AR X T B X G (ECC % 5A b e AE AN
hHandle [INJZE G A B X 42 Al

1 SAR_OK; B .
HoAth . B IR

8 WEMREER

8.1

8.2

8.2.

8.2.

wEERNR

VA B8 73 P B B

a) BB A I BUE B A AR B 7 B B R A8 iR A AU B L s O R A AL
A8 1L FLAb AR

by BB © R TN A B A BE AN B BE . TR B B T HEAT A AR

PR
1T MRS

FLBR 73 4y 8 2 AR+ P ACRR A4S B B3 AR

a) B AR i B A AR R A B A AR

by HIFRCBR P PIN A5 56 Uk ad i Je - AR A FH P ASCRR & T P AR R T T T A 1 102

o EHGURFR A P BT PIN 65 56 UE G a5 . 2 A P SURCRR L A B SRR AR T L BT AR Y
I

2 MERER

FBR A A FH AT AT 25K

a) A A AT TG 15T I B3R L A B s 5 DA 2 9 5
by B s R 53k A A 7 2 P AR 5

o) RIS AL BRAE A N T IS A

38
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8.2.

8.3

8.4
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d) SR 1 A BR A B S I E

e) A NFAGI I B AU 5

£ I PIN A5 A14 5 51 PIN A5 2 H A f R H LU 72 QR AT s E o S 30k PIN f R iR I
Bk B e R EH LU - PIN A5 BB 5

g JHT PIN #5048 2248 31 BURURR 5

by JHP PIN A5 R o ZH - AR 48 B 61 PIN A5 A48 2405 2245 B B AR

3 ’&EINE

W2 1o A DR IR A RE A B 2 P B S R B3R 1z T

VA A 73 413 B 3 A A s IR B Bt 47 . AR FE 4R

&) BOAETT ] SKF_GenRandom pREC B4R H 8 515 BEHL &L RND. I H] 0x00 5 H 4K 58 =
R VR Y 4 B BE L 21 ORI B DO

by BEAIETT X DO . A3 B 454 D1 I A SKF_DevAuthO Jff D1 &K B4

o BHEUE] D1 J5 B UE D12 R IERA . A I 3 A DI 75 035 A AR R .

4 PINWZEEX

PIN # K AT 6 4714 5
PIN % 75 15 # FAS 3 11 22 (] B4 A2 i acd 8 v R DR 37 15 3 - B 1k PIN A5 10 5%
PIN #5575 38 g v 22 4= A7 fiff s AN FT NI A Th

BARLER

B LA LA 2 AR

a) B AR B BEALEON o B EEALEL NLAT A BEALE AR I ) 2R
by B N AR B 2 i B A VA T BE LA

©) B PN A A R 0T B B RO R R EOR

A VA N AR B L A AT k00 R TR DL I L S R R
©) AR A I T A FREZSR A T 5

£ BRA P58 91 R L] SOE Ul AR B oh 5

g) BB

by AN BRI A BE LT AT X 1 3

D AR A IR e AU B8 A A A T AT Y A
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Mt & A
RS B 3R
A=K AL E X FAi5 AR
AR T XAH Ui CL|
SAR_OK 0x00000000 ]
SAR_FAIL 0x0A000001 Je g
SAR_UNKNOWNERR 0x0A000002 DR
SAR_NOTSUPPORTYETERR 0x0A000003 AN SRR R 55
SAR_FILEERR 0x0A000004 SRR R IR
SAR_INVALIDHANDLEERR 0x0A000005 Te 5 1 ) A
SAR_INVALIDPARAMERR 0x0A000006 TR S
SAR_READFILEERR 0x0A000007 TS R
SAR_WRITEFILEERR 0x0A000008 B3R
SAR_NAMELENERR 0x0A000009 H PR JE R
SAR_KEYUSAGEERR 0x0A00000A S84 FH i R
SAR_MODULUSLENERR 0x0A00000B LA A 15
SAR_NOTINITIALIZEERR 0x0A00000C E LR
SAR_OBJERR 0x0A00000D PO X3
SAR_MEMORYERR 0x0A00000E AFEREREN
SAR_TIMEOUTERR 0x0A00000F Eing
SAR_INDATALENERR 0x0A000010 i A B R iR
SAR_INDATAERR 0x0A000011 iy N HBCHTE i 1%
SAR_GENRANDERR 0x0A000012 A B AL B 1
SAR_HASHOBJERR 0x0A000013 HASH X} 4 45
SAR_HASHERR 0x0A000014 HASH iz 8417
SAR_GENRSAKEYERR 0x0A000015 FRAE RSA %5 44
SAR_RSAMODULUSLENERR 0x0A000016 RSA 2 AR AN 15
SAR_CSPIMPRTPUBKEYERR 0x0A000017 CSP il %5 % AN AR
SAR_RSAENCERR 0x0A000018 RSA Jin % 45157
SAR_RSADECERR 0x0A000019 RSA fiff 2% 4 1=
SAR_HASHNOTEQUALERR 0x0A00001A HASH {8 A~ 4 %
SAR_KEYNOTFOUNTERR 0x0A00001B WK K
SAR_CERTNOTFOUNTERR 0x0A00001C UE A K & 2R
SAR_NOTEXPORTERR 0x0A00001D 4k G
SAR_DECRYPTPADERR 0x0A00001E A % B AMORD T4 1R
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TR i AH i B
SAR_MACLENERR 0x0A00001F MAC K B #i%
SAR_BUFFER_TOO_SMALL 0x0A000020 22 ph X R
SAR_KEYINFOTYPEERR 0x0A000021 W 2 A A R
SAR_NOT_EVENTERR 0x0A000022 TR
SAR_DEVICE_REMOVED 0x0A000023 W HEBEBH
SAR_PIN_INCORRECT 0x0A000024 PIN K iE #
SAR_PIN_LOCKED 0x0A000025 PIN # i 8
SAR_PIN_INVALID 0x0A000026 PIN JE3L
SAR_PIN_LEN_RANGE 0x0A000027 PIN K iR
SAR_USER_ALREADY_LOGGED_IN 0x0A000028 AP &5
SAR_USER_PIN_NOT_INITIALIZED 0x0A000029 WHEVEAH P 04
SAR_USER_TYPE_INVALID 0x0A00002A PIN 28 A4 iR
SAR_APPLICATION_NAME_INVALID 0x0A00002B IV ] 24 FR TE AL
SAR_APPLICATION_EXISTS 0x0A00002C N B & ATFAE
SAR_USER_NOT_LOGGED_IN 0x0A00002D FH P A
SAR_APPLICATION_NOT_EXISTS 0x0A00002E A FEAE
SAR_FILE_ALREADY_EXIST 0x0A00002F S A AT
SAR_NO_ROOM 0x0A000030 A2
SAR_FILE_NOT_EXIST 0x0A000031 AR FAE
SAR_REACH_MAX_CONTAINER_COUNT | 0x0A000032 B 3k 3 Je R AT A HLAS AR AL
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