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CertificateRevocationLists
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DigestEncryptionAlgorithmIdentifier
ExtendedCertificateOrCertificate

KeyEncryptionAlgorithmIdentifier
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8.1 signedData 2%
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| L0 A PP

ContentEncryptionAlgorithmIdentifier

ExtendedCertificatesAndCertificates treeeeere e eee conmmt ittt ittt ittt ittt ittt tinieecenaneees
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9.2 RecipientInfo JET «o vverer ittt

10 &2 R FEEEIEL M signed AndEnvelopedData «+r«oreerrsreses e minmminiiii

11 s P2 AY encryptedData
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ARARUEFR IR GB/T 1.1 2009 BYHLIN 4 5
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A bR eh 5 % A A B R B R
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BZ 4 TRV L.

ARFR AR FEN X CEEAE A A 2R B AR 2R CIE XK IR AL 4T LU
I,

AR UE P L2 F) e 0 SR 1 g R ) % e A B 1) 9 SR T



GM/T 0010—2012

SM2 ZREEMZZZEHBRIBENE

1 SEE

AR SOl SM2 25 5 B 1 1) Jon 8 25 44 U8 0

A HLYE 3E FH T SM2 4% 6 55 s ﬁﬁﬂ&‘ﬂlé%T}’M’Eﬁﬁﬁﬁéf’ﬁéﬁﬁﬁﬂﬁﬁﬁkﬁﬁo

2 MIEHES | S

TGN SCAE RS T A SO 0 e AN AT A o PLTE H R 5 L S AU B A8 RROAS 38 T AR 3C
P LA T H 5 1R ST s AR CRI A T A 148 Bl B8 3 F A 31

GM/T 0006 1 N7 F bR IR LG

GM/T AAAA SM2 % i 5535 ALY

PKCS # 6 Extended-Certificate Syntax

3 RIFEFIEX

AR TEE T A
3.1
& %X#R1E  algorithm identifier
TR EENLE B E R .
3.2
SM2 &% SM2 algorithm
— i 5 2 B B Bk L B AR Ol 256 HUA

4 FFSMLEREE

N A TS T AL -

ECC Kt [ i £k % 19 240 3k (Elliptic Curve Cryptography)
1D A P AR IR (Identity)
OID ST 2 FR IR (Object Identity)

5 OIDEX

AFIE X 6 X 4 data, signedData, envelopedData, signedAndEnvelopedData, encryptedData #ll
keyAgreementInfo MR IRAF#EAT T LRI 1,
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® 1 WHRFAKF

X & AR IR4E OID X ZARRAFE X
1.2.156.10197.6.1.4.2 SM2 %5 1 5535 i % 2 24 10 BB R L
1.2.156.10197.6.1.4.2.1 FAHZ A data
1.2.156.10197.6.1.4.2.2 2 K KR 257 signedData
1.2.156.10197.6.1.4.2.3 B {5 B EE 247 envelopedData
1.2.156.10197.6.1.4.2. 4 BT (R IR

signed AndEnvelopedData
1.2.156.10197.6.1.4.2.5 T B YE 2 encryptedData
1.2.156.10197.6.1.4.2.6 AP R 25 keyAgreementlnfo

6 BEARKRBFENX
6.1 CertificateRevocationLists

CertificateRevocationLists 2SI 5 B — AN IE 5 il 45 51 R A £ 5 . CertificateRevocationLists :: =
SET OF CertificateRevocationList

6.2 ContentEncryptionAlgorithmIdentifier

ContentEncryptionAlgorithmIdentifier 28 B R B — N5 s &y . H OID )W, GM/T 0006,
ContentEncryptionAlgorithmIdentifier ::= AlgorithmIdentifier

6.3 DigestAlgorithmlIdentifier

DigestAlgorithmIdentifier 8B bR B — NV B BB o, A ML oy SM3 & ¢, H OID W, GM/
T 0006,
DigestAlgorithmldentifier : ;= AlgorithmIdentifier

6.4 DigestEncryptionAlgorithmldentifier

DigestEncryptionAlgorithmIdentifier 28 BIHR B — 25 24 B vk, A HLYE o SM2 & pg 5, H OID
GM/T 0006,
DigestEncryptionAlgorithmIdentifier :: = AlgorithmIdentifier

6.5 ExtendedCertificateOrCertificate

ExtendedCertificateOrCertificate Z5RIFE 5 — 4 PKCS# 6 ¥ JBiE e E —4 X. 509 iEH., X —F
BRI PRKCS £ 6 2 6 5 HE77 1Y 5 15 -
ExtendedCertificateOrCertificate : : = CHOICE {
certificate Certificate,—X. 509
extendedCertificate [0] IMPLICIT ExtendedCertificate
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6.6 ExtendedCertificatesAndCertificates

ExtendedCertificatesAndCertificates KREIFE E — NP BIEF M X. 509 IEPFHES. BEAESE
DAL 2 AT U A “ M 7 B T g CA” 31 i 45 28 44 5 i ik J3 4%
ExtendedCertificatesAndCertificates :: = SET OF

ExtendedCertificateOrCertificate
6.7 IssuerAndSerialNumber

Issuer AndSerialNumber 28 RIR W] —ANE 5 A % 5 AT R 3 44 MG A % B 5 B9 30E 45 77 9105, ] 408 it
) 2 — 3 TIE A5 R LG E A % ) S AR KA
IssuerAndSerialNumber :: = SEQUENCE {
issuer Name,
serialNumber CertificateSerialNumber

)

6.8 KeyEncryptionAlgorithmIdentifier

KeyEncryptionAlgorithmIdentifier 2 5 B 1 %% X B % 40 19 fin %5 25 5 . KeyEncryptionAlgorith-

mldentifier ::= AlgorithmIdentifier
6.9 Version

Version ZERIFRBHE AR S .
Version ::= INTEGER(1)

6. 10 ContentInfo

ContentInfo JERYAR W] P 25 52 4 it FH T 1k 5 44 » A 238 S 400 190308 T8 12 45 4 58 SCINTT
ContentInfo :: = SEQUENCE {
contentType ContentType,
content 0] EXPLICIT ANY DEFINED BY contentType OPTIONAL
}
ContentType ::= OBJECT IDENTIFIER
Hovp
ContentType N # 2R JE— X QAR AT Hog SCRA LSS 5 %,
content &, o] 1% .

7 H#EKE data
data BHG IS RILER 2 LA0F -

Data ::= OCTET STRING
Data %4 2 B R AT R 719 85 5 Hon ASCIT SCA SCHE
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8 ZEZEIEILE signedData

8.1 signedData #J

signedData $045 28 Bty £ 2 28 B A9 B4l A 20— DS F A A E AN RSB A B AR % )
WA BB S E S
signedData %45 8 U544 E LANF -
SignedData ;:= SEQUENCE {
version Version,
digestAlgorithms DigestAlgorithmlIdentifiers,
contentInfo SM2Signature,
certificates[ 0] IMPLICIT ExtendedCertificatesAndCertificates OPTIONAL,
crls[ 1] IMPLICIT CertificateRevocationLists OPTIONAL,
signerInfos SignerInfos
}
DigestAlgorithmIdentifiers :: = SET OF DigestAlgorithmIdentifier
SignerInfos:: = SET OF SignerInfo
BEkg RS I LR 2.

+& 2 signedData % #F 2B

FEB A e & X
version(1) Version WL A S
digestAlgorithms DigestAlgorithmIdentifiers AN EE RIS ES
contentInfo SMz2Signature B2 8RN A BRI GM/T AAAA
centificates iIi::ndchcrtificatcsAndCcrtiff PKCS £ 6 4" JE4E 151 X. 500 3 45 4 &

s

crls CertificateRevocationLists IEBRE 5 £ ES
signInfos SignerInfos BHNEZEHEGEBNES

8.2 SignerInfo £ #!

SignerInfo ZERIZE ) & L UNF .

SignerInfo :: = SEQUENCE /¢
version Version,
issuerAndSerialNumber IssuerAndSerialNumber,
digestAlgorithm DigestAlgorithmIdentifier,
authenticatedAttributes[ 0 ] IMPLICIT Attributes OPTIONAL,
digestEncryptionAlgorithm DigestEncryptionAlgorithmIdentifier,
encryptedDigest EncryptedDigest,
unauthenticatedAttributes [ 1] IMPLICIT Attributes OPTIONAL

}

EncryptedDigest :: =OCTET STRING

4
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& 3 SignerInfo % #F 2 HY

TR TR

G e

bt
<

version(1)

Version

EEH A 5

issuerAndSerialNumber

IssuerAndSerial Number

—ANTE AR A K & AT 44 R R & B E I T A
Z AT S — 03 TE B A5 I TE 5 X R Y S AR T
2H

digestAlgorithm

DigestAlgorithmIdentifier

X A A AT R ST SR R R B AR R T
SM3 ik

authenticated Attributes

Attributes

REHMBELEELWRIENES BT %, MR
SR TR P AR Y T B R e D S AT A 2
el

digestEncryptionAlgorithm

DigestEncryptionAlgo-

rithmIdentifier

SM2-1 ##f [5] il & %505 45 44 AR LA

encryptedDigest

OCTET STRING

& SM2Signature, FHZE A H A RITE L LR,
HoE X GM/T AAAA, FHigHs R || s.

9 #H =S HEIEXE A envelopedData

9.1 envelopedData ZEH

$0F (5 B envelopedData B8 fh 185 5 B 28 A — A HE W 1 KO0 I 86 2 401 1 3 S AL, 3
Fh 05 R TR 5 2 5 0 0 2 5 B T 0 2 I 4
PRI T W 19 data . digestedData 8, signedData = i 1 B B4R WO (5 2

envelopedData % 25 7 4
.= SEQUENCE ¢{

EnvelopedData :

version Version,

a5 SCUNTR

recipientInfos RecipientInfos,

encryptedContentInfo EncryptedContentInfo

}

RecipientInfos :

:= SET OF RecipientInfo
Bk R A I LR 4

% 4 EnvelopedData #{#F 38!

TR TR

m>
<

version(1)

Version

LR A S

recipientInfos

RecipientlInfos

FAREHEFEENES . 208 -l

encryptedContentInfo

EncryptedContentInfo

T A AR R

&3]
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EncryptedContentInfo :: = SEQUENCE ({
contentType ContentType,
contentEncryptionAlgorithm ContentEncryptionAlgorithmlIdentifier,
encryptedContent[ 0] IMPLICIT EncryptedContent OPTIONAL,
sharedInfo [1] IMPLICIT OCTET STRING OPTIONAL,
sharedInfo [ 2] IMPLICIT OCTET STRING OPTIONAL
}

EncryptedContent ::= OCTET STRING

LR A I IR 5

#& 5 EncryptedContentInfo %j #F 2 8!

FEA KB & X
contenType ContentType NEALE S
contentEncryptionAlgorithm Cont-efqtEncryptionAlgorithmIf N 250 42 B ik CRIRR R 1 2 50
dentifier
encryptedContent EncryptedContent PN 0 1 2 R, AT ik
sharedInfo[ 1] OCTET STRING T G A5 B, AT ik
sharedInfo[ 2] OCTET STRING By g R 3L A R T
9.2 RecipientInfo 2 &Y
AW 1H B RecipientInfo B RIKIR
RecipientInfo BRI ZE 4 2 X UnF .
RecipientInfo ;: = SEQUENCE{
version Version,
issuerAndSerialNumber IssuerAndSerialNumber,
keyEncryptionAlgorithm KeyEncryptionAlgorithmIdentifier,
encryptedKey OCTET STRING
}
BEkg R A I LWL 6
% 6 RecipientInfo Z[#F R
FERATR i nl & X
version(1) Version LR 5
issuerAndSerialNumber IssuerAndSerialNumber L A T 4 AR K 8
keyEncryption Algorithm KPijncryptionAlgorithmldenf M #E ~H ?JH 3 ?5( mmEmEAMAEE, N
tifier SM2-3 i 15 i £& 8 5 3%
encryptedKey OCTET STRING f{fﬁiﬁ % §1% 3 SMzcipher, JLiE X B GM/
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10 ZBERHFEHEIELR signedAndEnvelopedData

signedAndEnvelopedData i 28 B Hy AT 5 28 Y 19 i 25 $0dl | 22 /0 — A 5 i 85080 n %5 %% 4 A &
N TR AR TN
SignedAndEnvelopedData (4§ S BI 454y & LN .
SignedAndEnvelopedData :: = SEQUENCE {
version Version,
recipientInfos RecipientInfos,
digestAlgorithms DigestAlgorithmIdentifiers,
encryptedContentInfo EncryptedContentInfo,
certificates[ 0] IMPLICIT ExtendedCertificatesAndCertificates OPTIONAL,
crls[ 1] IMPLICIT CertificateRevocationLists OPTIONAL,
signerInfos SignerInfos
}
Gikg R A I LR 7

*& 7 signedAndEnvelopedData £ #§ 25 &Y

FRAW LG & X
version(1) Version T RS
recipientInfos RecipientInfos N EZEERNES . E2P—FPT0E
digestAlgorithms DigestAlgorithmIdentifiers HEMERE LIRS NES
encryptedContentInfo EncryptedContentInfo T AN A AT LR AT A SR B dig 2

ExtendedCertificatesAndCer- PKCS#6 §" JBiF 45 #f1 X. 509 iF H &£ 4, &

certificates

tificates e
Crls CertificateRevocationLists WEBHEIS R MES
signerInfos SignerInfos BNBAENES . EVEHE -1 LE

11 I EHE K E encryptedData

encryptedData $46 28 Yl A 582 LA 1 %3 A 80408 2L 8 » K500 26 2 B 0 AT H MAC l A Jn  1) K
= 9l
encryptedData a5 B & X WTF -
EncryptedData ;:: = SEQUENCE {
version Version,

encryptedContentInfo EncryptedContentInfo
}
ity rh IS LR 8
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& 8 encryptedData [ #F L&

FRAW Bii X
version(1) Version BB AR 5
encryptedContenInfo EncryptedContentInfo i T N AR R

12 Z$A1h % 2K 3 keyAgreementInfo

FHIU AT keyAgreementInfo ¥4 28 AR WP A F P 22 [) 7 — 1> T 0 2 85 B (R 45 4 3 3 3
J5 ARE B o — > IL =R 25 B L.

R TPAH h e A L R A AT I A L SR e

KeyAgreementInfo: : = SEQUENCE({

N

version Version(1),
tempPublicKeyR SM2PublicKey,
userCertificate Certificate,
userID OCTET STRING

)
ZER R AT LI 9.

%= 9 keyAgreementlnfo % #E 2 8!

FERAWR PG & X
version Version WL R R A S
tempPublicKeyR SM2PublicKey I Bt 2 £
userCertificate Certificate FH P
userID OCTET STRING F P RaR
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M R A
RSB M B )
SM2 ZEAE

Al HEHMESHIEE

WG 15 i 2 2 H AR 1S X962 AT ASNL 1 7 S0, HoE LT -
Parameters :: = CHOICE {
ecParameters ECParameters,
namedCurve Objectldentifier,
implicitlyCA NULL }
TET SM2 i 55 ik Rk i, Hfd ] namedCurve X — P 33K 75 v . SM2 % 1% 55125 il £ 5 LY
OID, W GM/T 0006,

A2 RNEPEE

W5 15 28~ B A 2k R S X962 AHR) B9 ASNL 1 & S0, g SCInF

SubjectPublicKeyInfo :: = SEQUENCE /{
algorithm AlgorithmIdentifier { {ECPKAlgorithms}},
subjectPublicKey SM2PublicKey

}

Hrp

algorithm g SC T A B Ry KA

subjectPublicKey & 1 28 9 52 bR A

AlgorithmIdentifier J&X] R Hr R 5S84 0E , HoE LT
AlgorithmIdentifier ;: : = SEQUENCE ¢

algorithm OBJECT IDENTIFIER,

parameters ANY DEFINED BY algorithm OPTIONAL
}
Xt F SM2 #5551 . H OIDCalgorithm) & LW, GM/T 0006,

A .3 TAEHIEE

A6 I8 il £ AL B Y Rk SR TS X962 AHIRIAG ASNL 1 7€ SC,HE LAnF -
ECPrivateKey{CURVES.10Set} ::= SEQUENCE {
version INTEGER { ecPrivkeyVerl(1) } (ecPrivkeyVerl),
privateKey SM2PrivateKey,
parameters [ 0] Parameters{{IOSet}} OPTIONAL,
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publicKey [ 1] SM2PublicKey

bjiw‘

L,
version $§ 5 T FAEH 1 BAS 5 L 3% HEL A A% 0 1 ok K 7n SM2 RAEH I AR 5 .

\

10
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[1] GB/T 16262. 12006 {5 B AR ZiE%kic ik — (ASN. 1) B A0 2% Mg (ISO/IEC
8824-1.2002,1IDT)
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